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intellectual property rights may be used instead of the IBM product, program, or
service. Evaluation and verification of operation in conjunction with other products,
except those expressly designated by IBM, are the user’s responsibility.

IBM may have patents or pending patent applications covering subject matter in this
document. The furnishing of this document does not give you any license to these
patents. You can send license inquiries, in writing, to the IBM Director of Licensing,
IBM Corporation, North Castle Drive, Armonk, NY 10504-1785, U.S.A.

The licensed program described in this document and all licensed material available
for it are provided by IBM under terms of the IBM Customer Agreement.

This document is not intended for production use and is furnished as is without any
warranty of any kind, and all warranties are hereby disclaimed including the
warranties of merchantability and fitness for a particular purpose.
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Preface

This manual contains the information you will need to use the command line
interface for configuration and operation of the MSS Client or the MSS Domain
Client, hereafter referred to as “the MSS Family Client.” With the help of this
manual, you should be able to perform the following processes and operations:

» Configure, monitor, and use the base code on your MSS Family Client

» Configure, monitor, and use the interfaces and Link Layer software supported by
your the router.

Note: In this book, the MSS Family Client will be referred to as the router.

Who Should Read This Manual: This manual is intended for persons who install
and manage computer networks. Although experience with computer networking
hardware and software is helpful, you do not need programming experience to use
the protocol software.

Conventions Used in This Manual

The following conventions are used in this manual to show command syntax and
program responses:

1. The abbreviated form of a command is underlined as shown in the following
example:

reload

In this example, you can enter either the whole command (reload) or its
abbreviation (rel).

2. Keyword choices for a parameter are enclosed in brackets and separated by the
word or. For example:

command [keywordl or keyword2]

Choose one of the keywords as a value for the parameter.

3. Ininformation displayed in response to a command, defaults for an option are
enclosed in brackets immediately following the option. For example:

Media (UTP/STP) [UTP]

In this example, the media defaults to UTP unless you specify STP.
4. Keyboard key combinations are indicated in text in the following way:

— Ctrl-P

The key combination Ctrl P indicates that you should press the Ctrl key and
the "P" key simultaneously. In certain circumstances, this key combination
changes the command line prompt.

* Names of keyboard keys are indicated like this: Enter
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Chapter 1. Getting Started

This chapter shows you how to get started with using the following components
related to the MSS Client and MSS Domain Client:

e Console terminals
» Software (IBM Multiprotocol Switched Services Family Client)
* Software user interface

The information in this chapter is divided into the following sections:

MSS Family Client Introduction and Overview

The Multiprotocol Switched Services Client and Multiprotocol Switched Services
Domain Client (hereafter called the MSS Family Clients) provide a way to increase
the functionality of the existing IBM 827x LAN Switch family. The MSS Family
Clients are an extension of the MSS Server function in the IBM 8210 Multiprotocol
Switched Services Server. Depending on the LAN switch configuration, the MSS
Family Client can also be used to enhance the performance of the base switch. The
new features added to the base LAN switch by the MSS Family Client depend on
the type of switch with which the client is used.

The reasons for using an MSS Family Client in the IBM 827x LAN Switch Family
can be grouped into four categories:

* The ability to enable Layer 3 routing functionality at the edge of the network, for
example IP and IPX

» Support for enhanced bridging for Source Route Bridge (SRB) configurations

* The ability to use LAN Network Management (LNM) to enhanced bridge
management

* Enhanced ATM support for LAN Emulation and native protocol support for IP and
IPX

In Eigure 1 on page 4, the left side shows a model of a base Token-Ring LAN
switch on which the physical ports have been sectioned off into four isolated
domains. If you need to interconnect the domains, you can use the SRB function
provided by the base LAN switch. However, the MSS Family Client model on the
right side of Eigure 1 on page 4 enhances this model by distributing the SRB
function between the base LAN switch and the MSS Family Clients or allowing the
domains to be routed rather than bridged.
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Figure 1. MSS Family Client Model in a Token-Ring LAN Switch

When you enable the MSS Family Client's SRB function, the MSS Family Clients
process the Spanning Tree Protocol and all forwarding of explorer frames. The SRB
function in the base switch continues to process all known and unknown specifically
routed frames (SRFs) for unicast and multicast traffic. This processing creates a
distributed system environment between the base switch and MSS Family Clients,
which enhances performance.

When you use the MSS Client, the model is enhanced with ATM support for LAN
Emulation, MPOA, NHRP, and native protocol support for IP and IPX. The MSS
Client model shown in Eigure 2 on page 3 provides a single 0C3 ATM interface for
connecting to the campus backbone. When you enable the MSS Client SRB
function, traffic between the ATM interface and the switch domains is bridged
through the hardware. When the traffic between the ATM interface and the switch
domains is routed, the software path of the MSS Client's CPU is used.
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In either the bridging or routing model, the system is still distributed. The base LAN
switch and MSS Client are distributing the work load, which enhances performance.
Also, you can install the MSS Domain Client in a base Token-Ring switch with an
ATM UFC. This installation allows you to enable most of the enhanced bridging and
routing features in the base LAN switch but does not provide MPOA, NHRP, or
native protocol support over ATM.

The enhanced network management support provided by LNM is a key feature of
the MSS Family Clients. LNM is not supported in the base Token-Ring LAN
switches, but is used to manage many Token-Ring networks. The support MSS
Family Clients provide for LNM and SRB performance enhancements alone is a
strong motivator for installing MSS Family Clients in existing switches.

The MSS Domain Client can also be installed in Ethernet-based LAN switches as
shown in Eigure 3 on page 6. The model on the left side shows that if you segment
the physical ports into four domains, there is no way to interconnect the domains
together. The only way to resolve this problem is to put all the physical ports into
one domain or to use an external router or bridge. Putting all the physical ports into
one domain can cause broadcast problems, and an external router is expensive
and can take up physical ports on the LAN switch, depending on the wiring scheme
used. Installing an MSS Domain Client, as shown on the right side, allows the
domains to be routed together using the CPU in the MSS Domain Client.
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MSS Family Client Configuration Concepts

The following sections are intended to clarify some of the concepts behind
configuring your MSS Family Clients. The sections are not intended to be a
configuration guide. The configuration concepts described are:

-

Bridging

Note: The MSS Family Clients do not support bridging on an Ethernet LAN switch.
To enable the enhanced SRB bridging support, you must configure SRB bridging
support on the MSS Family Clients. Simply installing the MSS Family Client
hardware in the base LAN switch will not enable this function. You must explicitly
configure SRB bridging support on the MSS Family Clients. When you enable this
support, the MSS Family Clients will reconfigure the base SRB support in the LAN
switch to distributed SRB functionality. You can still view the SRB configuration and
statistical information on the base LAN switch, but you will not be able to change
configuration information for SRB on the LAN switch. When the MSS Family Client
becomes disabled, the base LAN Switch SRB configuration is restored and the
system administrator can make configuration changes to the SRB feature on the
LAN Switch.

One significant difference between the MSS Client's ATM support and the ATM UFC
is that you can place the ATM UFC in the same domain as legacy LAN switch
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Routing

ports. This cannot be done with the MSS Client's ATM support. The SRB feature in
the MSS Client must be used to bridge between LAN switch domains and the MSS
Client's ATM interface.

Although you can use external bridges to enhance overall network performance,
these bridges take up physical port space and are limited to a physical port’s
bandwidth. The MSS Family Clients attach virtual bridging interfaces, which are
limited only by the LAN switch’s internal bus between the ports and not the
16-Mbps speed of a physical Token-Ring port. Each MSS Family Client’s bridge port
is attached to a domain virtually and is involved with processing Explorer frames,
managing Spanning Tree Protocol (STP) frames, and LNM frames.

The MSS Family Clients do not automatically configure support for PVLANS. You
must configure PVLANs on the MSS Family Client and enable SRB bridging
support. (PVLANs provide a way for system administrators to limit broadcast scope
among domains but do not want to enable routing at the edge of the network.)

The system administrator must explicitly configure the routing support provided by
the MSS Family Client. When you define a routing interface, the MSS Family
Clients attach a virtual routing interface to a domain in the base LAN Switch. The
switch is not aware that the domains are being routed. The switch performs the
intra-domain management while the MSS Family Clients handle all inter-domain
communication.

One significant benefit of using the MSS Family Clients for routing instead of an
external router is that the virtual interface’s bandwidth is limited by the switch’s
internal bandwidth and not by the bandwidth of the physical port. Because the
interface is virtual, the system uses no physical port resources but can still
communicate with any existing routers in the network without any cable
modifications to the network.

Enabling routing allows the MSS Family Clients to limit broadcasts to high-speed
network links such as the ATM UFC and Fast Ethernet UFC. The MSS Family
Clients can act as front ends to the high-speed links, allowing only routed frames to
pass through to these links.

Multiple MSS Family Clients

Because the MSS Family Clients are not limited to physical port bandwidth, they
can achieve higher performance. To further extend this model, you can place
multiple MSS Family Clients in a single LAN switch and achieve even greater
throughput. Although multiple MSS Family Clients can reside in the same LAN
switch, you can configure only one for enhanced bridging support. The base LAN
switch is capable of the following MSS Family Clients combinations, depending on
slot availability:

e 1 MSS Client, 1 MSS Domain Client
e« 2 MSS Domain Clients
e 2 MSS Clients

Note: You can install only 1 MSS Client or 1 MSS Domain Client if you have

already installed an ATM UFC in the LAN switch. You cannot install any MSS
Family Clients if 2 ATM UFCs are in the LAN switch.
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Installing two MSS Family Clients allows the system to distribute routing
functionality between two processors, which provides performance benefits similar
to those gained by distributing the SRB bridging function between the base
Token-Ring LAN switch and the MSS Family Clients. The system can also use the
two clients to separate the routing and bridging functions performed by the MSS
Family Clients.

One Hop Routing Model

In the preceding sections, the MSS Family Clients have been described as having
enhanced bridging or routing support for traffic management. There is also a third
model that you can configure on the MSS Family Clients which makes use of
bridging and routing functions. This model is known as One Hop Routing and
makes use of the MSS Family Client’s hardware speeds for bridging and broadcast
scope management through routing. In general, going between two LAN segments
through a bridge is faster than going through a router; however, broadcast and
multicast traffic traverses every device in the bridge model. Routing limits the
broadcast scope of traffic, but imposes delays. These two models can be seen in
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Figure 4. Standard Bridge/Router Models

Because the bridging and routing models have limitations, the MSS Family Clients,

combined with the base Token-Ring LAN switch, provides several One Hop Routing
solutions that route all outbound traffic and bridge all inbound traffic. This third

model, depicted in Eigure 5 on page 10, takes advantage of LAN Emulation to
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create a separate ELAN for managing traffic on each bridge network segment and
the ability to route and bridge traffic to the same domain.

Logical One Hop Routing View

_______________

Router #1 Bridge #2
Bridge #1 Router #2

Figure 5. MSS Family Client One Hop Routing Model

When a source on Subnet A needs to forward data to a destination on Subnet B,
Router #1 routes to ELAN X, and Bridge #2 has an interface on ELAN X. Because
the data is routed when it leaves Subnet A and bridged in by the hardware to
Subnet B, the term One Hop Routing is used to describe the flow. Once Bridge #2
receives the data, it forwards the data to the bridged network of Subnet B. In the
reverse path, data traveling from Subnet B to ELAN Y is routed, and Bridge #1 has
an interface on ELAN Y. Bridge #1 forwards the data to the bridged network of
Subnet A. This transmission creates a One Hop Routing environment between
multiple subnets while limiting the scope of broadcast traffic, thereby taking
advantage of faster bridging speeds, and protecting the high-speed backbone’s
bandwidth.

The One Hop Routing model also has several performance advantages from the
system’s viewpoint. Because all outbound traffic is bridged to a separate ELAN than
the inbound traffic, the system can process twice as many packets because the
path between Subnet A and Subnet B is full duplex.

There are three methods of performing One Hop Routing with the MSS Family
Clients in a Token-Ring LAN switch. The first method is to configure the ELANs and
routing interfaces on the MSS Client or use the MSS Domain Client and the ATM
UFC. The second method is to use the MSS Client and the NHRP feature. The third
method is to use the MSS Client and the MPOA feature. Although each method is
different, the same fundamental One Hop Routing procedure is used.
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Before You Begin

Before you begin, refer to the following checklist to verify that your router is installed
correctly.

HAVE YOU...
* Installed all necessary hardware?
* Connected to the LAN switch console?

* The latest software? Make sure to check the World Wide Web to see if the
software you received has been updated
(http://www.networking.ibm.com/nes/neshome.html).

For more information on any of these procedures, refer to the IBM Multiprotocol
Switched Services Family Client Installation and Initial Configuration Guide.

Features Supported by the MSS Client and MSS Domain Client

ffable 1 shows what interfaces, protocols, and services are supported by the MSS
Client and the MSS Domain Client. Use this list to determine what information in
this book applies to your MSS Family Client

Table 1. Interfaces, Protocols, and Services Supported by MSS Client and MSS Domain

Client
Feature MSS Client ,VISS Domain Client
Interfaces
Token-Ring LAN Emulation client yes no
Ethernet LAN Emulation Client yes no
Token-Ring Proxy LAN Emulation Client yes no
LAN Switch Token-Ring interface yes yes
LAN Switch Ethernet interface no yes
FasTR over ATM yes no
Protocols and Features
Classical IP yes no
IP yes yes
Banyan VINES yes yes
AppleTalk yes yes
IPX yes yes

Source-Route Bridging

yes (on Token-Ring
only)

yes (on Token-Ring
only)

NHRP yes no
LAN Network Manager yes yes
MPOA yes no

PVLAN yes (on Token-Ring yes (on Token-Ring
only) only)

CIP ARP Server Redundancy yes no

QoS LAN Emulation Client yes no

MARS Client yes no

Chapter 1. Getting Started
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Table 1. Interfaces, Protocols, and Services Supported by MSS Client and MSS Domain
Client (continued)

Feature MSS Client MSS Domain Client
OSPF/MOSPF yes yes
RIP yes yes
RIP2 yes yes
DVMRP yes yes
BGP yes yes

Accessing the Software Using Local and Remote Consoles

Local Consoles

The router console lets you use the router user interface to monitor and change the
function of the router’s networking software (IBM Multiprotocol Switched Services
Family Client). The router supports local and remote consoles.

Local consoles are either directly connected or connected via modems to the LAN
Switch. You then need to select either “Non-Token-Ring Ports” or “Non-Ethernet
Ports” (depending on your LAN Switch) to access the IBM MSS Family Client
software.You may need to use a local console during the initial software installation.
After the initial setup connection, you can connect directly to the router using Telnet,
as long as IP forwarding has been enabled. (Refer to Multiprotocol Switched
Services (MSS) Configuring Protocols and Features for more information on
enabling IP forwarding.)

When the configured router is started for the first time, a boot message appears on
the screen, followed by the OPerator's CONsole or OPCON prompt (*). The *
prompt indicates that the router is ready to accept OPCON commands.

Once the IBM MSS Family Client is initially configured, you will not need a local
console for router operation, as long as IP is enabled on the router.

Remote Consoles

Remote consoles attach to the router using a standard remote terminal protocol.
Remote consoles provide the same function as local consoles, except that a local
console must be used for initial configuration if your IBM MSS Family Client was not
pre-configured at the factory.

Telnet Connections

The router supports both Telnet Client and Server. The remote console on the
router acts as a Telnet server. The router acts as a Telnet client when connecting
from the router to either another router or a host using the telnet command in the
OPCON (*) process.

Remote Login Names and Passwords

During a remote login, the router prompts you for a login name and password. You
can display the login name when logged in to the router from a remote console by
using a router status command.
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Logging In Remotely or Locally

Logging in to a local console is the same as logging in to a remote console except
that you must connect to the router by starting Telnet oné/our host system. To log in
remotely, begin at step i 1o log in locally, begin at step B.

To log in from a remote console:

1.

Connect to the router by starting Telnet on your host system. Your host system
is the system to which remote terminals are connected.

Supply the router’s name or Internet Protocol (IP) address.
To use router names, your network must have a name server. Issue either the
router name or the IP address as shown in the following example:

% telnet brandenburg

or
% telnet 128.185.132.43

At this point, it makes no difference whether you have logged in remotely or
locally.

If you are prompted, enter your login name and password.

lTogin:
Password:

It is possible that there is a login and no password. The password controls
access to the router. If a password has not been set, press the Enter key at the
Password: prompt. Logins are not set automatically. For security, you can set up
user names and passwords using the add user command in the CONFIG
process. Remember to reload to activate any changes.

Note: If you do not enter a login name and valid password within 1 minute of
the initial prompt, or if you enter an incorrect password three times in
succession, the router drops the Telnet connection.

Press the Enter key to display the asterisk (*) prompt.

You may have to press the Enter key more than once or press Ctrl-P to obtain
the * prompt.

Once at this level, you can begin to enter commands from the keyboard. Press
the Backspace key to delete the last character typed in on the command line.
Press the Delete key or Ctrl-U to delete the whole command line entry so that

you can reenter a command. See [Command Completion” on page 33 and
tCommand History” on page 35 for more information.

You can also use local Telnet commands on your Telnet client to close the
Telnet connection.

Note: If you use a VT100 terminal, do not press the Backspace key, because
it inserts invisible characters. Use the Delete key.

Exit the router as described in EExiting the Rauter” on page 14.
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Reloading the Router

Use the reload command to reboot the device by loading a new copy of the
configuration from memory. Whenever you change a user-configurable parameter
that is not dynamically configurable, you must reload the device for the change to
take effect. For example:

* reload

The configuration has been changed, save it? (Yes or [No] or Abort)

Are you sure you want to reload the gateway? (Yes or [No]): yes
Exiting the Router

Return to the * prompt and use the logout command to close the Telnet
connection. For example:

IP Config> exit
Config> Ctrl1-P
* logout

o
%

You can also use local Telnet commands on your Telnet client to close the Telnet
connection.

Preparing the LAN Switch for an MSS Family Client

Before you can configure an MSS Family Client, you must configure the LAN
Switch. Preparing for the MSS Family Clients involves sectioning the LAN switch
into domains. This section briefly describes the sequence of events needed to
configure the LAN Switch domains correctly. This description is provided only as a
reference; for details see the publications for your LAN switch.

Note: The screens in this section are examples only. The screens on your
particular LAN Switch may differ.

When you first start the LAN Switch, you will see something similar to the following:
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/: Port 1-1 of the MSS Family Client is READY )
- Initializing Ports: 1-1
5-1 5-2 5-3 5-4 6-1 6-2 6-3 6-4
7-1 7-2 7-3 7-4 8-1 8-2 8-3 8-4
- Initializing system address table
- Starting Power Up Diagnostic
- Downloading Ports:
5-1 5-2 5-3 5-4 6-1 6-2 6-3 6-4
7-1 7-2 7-3 7-4 8-1 8-2 8-3 8-4
- UART loopback test on diagnostic port...Passed
- UART loopback test on console port...Passed
- Real Time Clock memory test...Passed
- Real Time Clock test...Passed
- CPU Port Toopback test.............. Passed
- Token Ring Port Loopback Test.......cvevvvvuinennn. Passed
- Token Ring Port Cross Port Loopback Test...Passed
- Token Ring POE test ....cvvivininnnnnnnnns Passed
- Token Ring Port Broadcast Test...Passed
- CPU Port Broadcast Test...Passed
- Completing Power Up Diagnostic
- Activating Ports: 1-1
5-1 5-2 5-3 5-4 6-1 6-2 6-3 6-4
7-1 7-2 7-3 7-4 8-1 8-2 8-3 8-4
- Activating IP
- IBM 8270 Nways Token-Ring LAN Switch Model 800 initiating bootp requests on one
or more domains
- System initialization complete
Press ENTER key to activate console...
%
When you press Enter you will see:
/ . . N
IBM 8270 Nways Token-Ring LAN Switch Model 800
(c) Copyright International Business Machines Corporation
and others, 1995 - 1997 A1l rights reserved.
Switch Base MAC Address: 000629 2205A0
System Contact:
A Tater level of 8270 microcode may be available electronically.
Consult the current Release Notes for detailed instructions.
Type Password, then press :
-- No password has been set, press to continue. --
& %

When you enter a password (or press enter if no password is defined), you will see

the LAN Switch Main Menu. To configure the domains on the LAN switch, select
Configuration from the menu. You should then see the configuration menu as
follows:
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Configuration Menu
Switch Information... TokenPipe...
Domain Configuration... MAC Filter & Port Security...
IP Configuration... Address Aging...
SNMP Configuration... Switching Mode Threshold...
Spanning Tree... Password...
Token-Ring Port Configuration... Console Configuration...
TokenProbe Configuration... Source Route Configuration...
Return

Display the Main Menu

Use cursor keys to choose item. Press to confirm choice.
Press to return to Main Menu.

- J

The ports on the LAN switch must be organized into domains. To configure the
domains, select Domain Configuration . The default domain is domain 0. Configure
a domain for each LAN segment in your network. The MSS Family Clients will have
interfaces on each of the domains, so record the domain information.

You are now ready to perform the initial configuration of the MSS Family Client.

Accessing the MSS Family Client Software from the LAN Switch

To access the MSS Family Client software from the LAN Switch, select
Non-Token-Ring Ports or Non-Ethernet Ports from the LAN Switch main menu. You
should see something similar to the following:

4 N

Make a selection

Port UFC Type
1-1 MSS Client

Return More Select UFC

Return to previous menu
Use cursor keys to choose item. Press to confirm choice.
Press to return to Main Menu.

- J

When you select MSS Client from this menu, you should see the following
messages:
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Please press the space bar once to obtain the console.
Console granted to this interface.

Please type "return" at the MOS Operator Console
prompt (*) or enter Ctrl-b to exit console.

Copyright Notices:

Licensed Materials - Property of IBM

MSS Client

(C) Copyright IBM Corp. 1998

A1l Rights Reserved. US Gov. Users Restricted Rights -

Use, duplication or disclosure restricted
by GSA ADP Schedule Contract with IBM Corp.

MOS Operator Console

For help using the Command Line Interface, press ESCAPE, then '?'

*

You can now configure the MSS Family Client. See [Accessing the Netwarkd
Interface Canfiguration Process” on page 24 for a sample configuration procedure.

Discussing the User Interface System

The software (IBM Multiprotocol Switched Services Family Client) is a multitasking
system that schedules use of the CPU among various processes and hardware
devices. The router software:

* Provides timing and memory management, and supports both local and remote
operator consoles from which you can view and modify the router’s operational
parameters.

» Consists of functional modules that include various user interface processes, all
network interface drivers, and all protocol forwarders purchased with the router.

Understanding the First-Level User Interface

The user interface to the software consists of the main menu (process) and several
subsidiary menus (processes). These menus are related to the multiple levels of
processes in the software.

The first level of processes consists of the OPCON and CONFIG-ONLY processes.
In most cases, you will use the OPCON process to access the second level to
configure or operate the base services, features, interfaces, and protocols you will
run on your IBM MSS Family Client.

The second level contains processes such as Configuration (CONFIG), Console
(GWCON) and Event Logging System (MONITR). You may use the OPCON
commands configuration , console or event to access these second level
processes. Alternatively, you may use the status command to list the second level
processes and then use the talk pid command to access the second-level
processes. There are processes that you cannot use in the software. See

for an overview of the processes.

Eigure 6 an page 19 shows the processes and how they fit within the structure of
the router software.

Chapter 1. Getting Started 17



Router Software Processes

Tasker OPCON

If Error
Condition

If Error
Condition

Standalone
CONFIG CONFIG MOSDDT GWCON MONITR
(Config Only)

5 v

Quick ELS
Config Messages

Figure 6. IBM Multiprotocol Switched Services Family Client

m is an example of the relationship between the various process levels.

First > (OPCON |«
Level *
| Y |
Console Configuration
| |
or or
| |
Talk 5 Talk 6
Second GWCON ctrl-p CONFIG
Level process ' process
‘ A A
Prot SNMP Prot SNMP
ctrl-p ctrl-p
Third
Level SNMP>|Exit Exit|SNMP Config>

Figure 7. Relationship of Processes and Commands

Note: Also shown in W are the various commands to access each process
level and return from each process level.
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See [What is the OPCON Pracess?” on page 69 for more information about
OPCON, and [Config-Only Mode™ on page 81 for more information about

CONFIG-ONLY.

The ROPCON process handles processing from remote consoles and is essentially
the same as the OPCON process.

Quick Configuration Process

Quick Configuration, or Quick Config, allows you to quickly configure portions of the
router without dealing with the specific operating system commands. When you
initially load or the router with no configuration, you enter Config-Only and you can
access Quick Config menus from that process. If the router has devices configured
and the devices do not have any protocols configured, the router automatically
starts Config-Only and then enters Quick Config.

You can also enter Quick Config from the CONFIG process using the qconfig
command.

System Security

Multiple users with login permissions can be added using the add user command.

See [Configuring User Access” on page 83 for details on security issues and for

information on the set password and add user commands.
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Chapter 2. Using the Software

This chapter describes how to use the software. It consists of:

Entering Commands

When typing a command, remember the following:

* You may type only enough sequential letters of the command to make it unique
among the available commands. For example, to execute the reload command
you must enter rel as a minimum. The minimum number of required characters
are underlined in the command syntax chapters.

« Commands are not case-sensitive.

* Sometimes, only the first letter of the command (and subsequent options) is
required to execute the command. For example, typing s at the * prompt followed
by pressing the Enter key causes the status command to be executed.

* You may type Escape ? to obtain help on entering commands. See FCommand
and ECommand History” on page 25 for more

information.

Connecting to a Process

When you start the router, the console displays a boot message. The OPCON
prompt (*) then appears on the screen indicating that you are in the OPCON
process and you can begin entering OPCON commands. This is the command
prompt from which you communicate with different processes.

Commands that are needed more often appear before the “- - - - - " separator. Enter

the appropriate command at the OPCON prompt (*). See [[able 5 on page 70 for a
list of commands.

Alternatively, you can:

1. Find out the process ID (PID) number of a process by entering the status
command at the * prompt.

The status command displays information about the router processes, such as
the process IDs (PIDs), process names and status of the process. Issuing the
status command is shown in the following example:

* status

Pid Name Status TTY Comments
1 COpCON RDY TTYO

2 Monitr DET --

3 Tasker RDY --
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MOSDBG DET --
CGWCon DET --
Config DET --
ELScon DET --

ROpCon  IDL  TTY1 128.185.210.125
ROpCon  IDL  TTY2
0 WEBCon  IDL --

—OoONOO &

2. Use the talk pid command, where pid is the number of the process to which
you want to connect. (For more information about these and other OPCON

commands, refer to '\What is the OPCON Pracess?” on page 69d.)

Note: Not every process listed has a user interface (for example, the talk 3
process). The talk 4 command is for use by IBM service representatives.

Identifying Prompts

Getting Help

Each process uses a different prompt. You can tell which process your console is
connected to by looking at the prompt. (If the prompt does not appear when you
enter the talk pid command, press Enter again.)

The following list shows the prompts for the five main processes:

Table 2. Processes, Their Purpose, and Commands to Access

Process Level and Purpose Command to Access Input Prompt

Level 1 - access to all
OPCON secondary levels Ctrl-P asterisk (*)

Level 2 - base services
configuration and access to Configuration or talk
CONFIG configuration third level 6 Config >

Level 2 - base services
operation and monitoring and
access to operations and

GWCON monitoring on third level Console or talk 5 plus sign (+)

MONITR level 2 - message display Event or talk 2 (none)

ELSCon level 2 - direct monitoring and | els or talk 7 ELS Secondary
access to ELS console Console>

MOSDBG level 2 - diagnostic talk 4 db>

environment

Note: Only enter the talk 4 command under the direction of a service representative.

At the OPCON prompt level, you can begin to enter commands from the keyboard.
Use the Backspace key to delete the last character typed in on the command line.
Use Ctrl-U to delete the whole command line entry so that you can reenter a

command. See [Command Completion” an page 33 andtCommand Histary” or

for additional details or press Escape ?.

At the command prompts, you can obtain help in the form of a listing of the
commands available at that level. To do this, type ? (the help command), and then
press Enter. Use ? to list the commands that are available from the current level.
You can usually enter a ? after a specific command name to list its options. For
example, the following information appears if you enter ? at the * prompt:
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Exiting a Lower

Getting Back to

*7?
CONFIGURATION (Talk 6)
CONSOLE (Talk 5)
EVENT Logging System (Talk 2)
ELS Console (Talk 7)
LOGOUT
PING (IP-Address)
RELOAD
RESTART
TELNET to IP-Address (this terminal type)

DIVERT output from process
FLUSH output from process
HALT output from process
INTERCEPT character is
MEMORY statistics
STATUS of Processes(es)
TALK to process
(you may cycle through these commands by pressing the TAB key)

Level Environment

The multiple-level nature of the software places you in secondary, tertiary, and even
lower level environments as you configure or operate the MSS Family Client. To
return to the next higher level, enter the exit command. To get to the secondary
level, continue entering exit until you receive the secondary level prompt (either
Config> or +).

For example, to exit the IP protocol configuration process:

IP config> exit
Config>

If you need to get to the primary level (OPCON), enter the intercept character (Ctrl
P by default).

OPCON

To get back to the OPCON prompt (*), press Ctrl-P. You must always return to
OPCON before you can communicate with another process. For example, if you are
connected to the console (GWCON) process and you want to connect to the
CONFIG process, you must press Ctrl-P to return to OPCON first. The Ctrl-P key
combination is the default intercept character.

If you use the intercept character from a third-level or lower level menu to return to
the * prompt, the next time you use the talk command to talk to the same process,
you will reenter that same level menu. This link goes away when the router is
re-initialized.

Getting to the LAN Switch Software

To return to the LAN Switch console to perform any of the functions provided by the
LAN Switch, press Ctrl-B or enter return from the OPCON (*) prompt.

Some Configuration Suggestions

Configuring a MSS Family Client is different depending on whether you are
configuring for the first time, creating a configuration based on an existing
configuration, or just updating a configuration. Use the following sections as a guide
to the best procedure to use, depending on your needs.

Chapter 2. Using the Software 23



Creating a First Configuration

This procedure assumes that you have no other MSS Family Client that contains a
configuration similar to the one for the MSS Family Client you are configuring. The
procedure also assumes that you are configuring the MSS Family Client for the first
time. Although this procedure specifies an order, you can perform the actual
configuration (after step B) in any order.

To configure a IBM MSS Family Client for the first time:

1.

Install the MSS Family Client into the LAN switch. See Multiprotocol Switched
Services Client Universal Feature Card Planning and Installation, GA27-4170 for
the MSS Client and Multiprotocol Switched Services Domain Client Universal
Feature Card Planning and Installation, GA24-4171 for the MSS Domain Client
for the installation procedures.

Configure the domains on the LAN switch.

Connect to the MSS Family Client as described in FAccessing the Softward

Initially configure a port on the MSS Family Client and at least an internal IP
address for the device using Quick Config as described in EQuick Configuration’]
bn_page 83 or Appendix A_Quick Configuration Reference” on page 3249,

Configure the minimum needed to allow you to Telnet into the device.

Configure any base services, such as boot options. Access the configuration

Erocess as described in lAccessing the Configuration Process CONFIG (Tald

Configure the interfaces. Access the interface configuration process as

described in lAccessing the Network Interface Configuration Process” ol
hage 2d.

Configure any required features. Access the feature configuration process as

described in lAccessing Feature Configuration and Operating Processes” on
bhage 31.

Configure any protocols that will run through this device. Access the protocol

configuration process as described in IAccessing Pratocol Configuration and
Operating Praocesses” on page 31.

Note: At the very least, you will configure IP in this step.

Reload the router as described in 'Reloading the Router” on page 14.

Basing a Configuration on an Existing Configuration

This section describes how to:

Base a configuration on the configuration in an operating MSS Family Client
Permanently update the configuration in a MSS Family Client

Temporarily update the configuration of a MSS Family Client while the MSS
Family Client is operating

Basing on an Existing Configuration

If you already have a MSS Family Client that has the same interfaces, features, and

protocols that you want to configure on a new MSS Family Client, you can save
time by basing the configuration on the existing MSS Family Client. You can
perform this type of configuration either using the command line interface or by
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using the configuration program that comes with the MSS Family Client. In both
cases, the procedures assume that the MSS Family Client is not in your production
network.

To base a configuration on an existing configuration using the command line
interface:

1. Obtain a copy of the configuration you want to use.
a. Enter talk 6 at the OPCON (*) prompt.
b. Enter boot at the Config> prompt.
c. Enter the tftp put configuration file command at the Boot config> prompt.

See tChapter 8 Using BOQT Canfig ta Perfarm Change Management” od

for more information.

2. Connect to the MSS Family Client that you are configuring.

3. Load the configuration you obtained in step Ul into the MSS Family Client using
TFTP GET. See L i i

4. Update the configuration.

5. Write the configuration. See \\hat is CONFIG?” an page 81.

Reload the MSS Family Client.

To base a configuration on an existing configuration using the configuration
program:

1. Start the configuration program.

2. Retrieve the configuration from the MSS Family Client on which you want to
base the new configuration.

3. Make the changes you need for the new configuration. These changes include
addresses, the host names, users, and other items.

4. Save the configuration with a different name from the name that you used to
retrieve the configuration.

5. Send the configuration to the MSS Family Client you are configuring.
6. Reload the MSS Family Client.

For more about using the configuration program, see IBM Multiprotocol Switched
Services Client Configuration Program User’s Guide for Nways Multiprotocol and
Access Services Products GC30-3830.

Permanently Updating a Configuration

To permanently update a configuration:

1. Access the MSS Family Client you are updating as described in W
i 2 . You will see the *

prompt.

2. Enter the talk 6 command to access the configuration process.

3. Enter the appropriate commands to access the third-level process that
configures the areas that you are changing.

4. Enter exit as many times as needed to return to the configuration process.

Write the configuration. See '\What is CONFEIG?” on page 81.

6. Reload the MSS Family Client.
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Temporarily Updating a Configuration

The ability to temporarily update a configuration allows you to make changes to
some of the operating characteristics of a MSS Family Client until you can make
permanent updates to the configuration. This enables you to implement changes
immediately to resolve problems or improve performance and avoid an outage
during a peak period. You can then make permanent updates to the configuration
and schedule an outage so you can reload to pick up the change.

To temporarily update a configuration:

1. Access the MSS Family Client you are updating as described in m
i ’ . You will see the *

prompt.

2. Enter the talk 5 command to access the operating/monitoring process.

Note: Not all interface types, protocols, or features allow you to make
temporary config changes via talk 5 commands.

3. Enter the appropriate commands to access the third-level process that monitors
the areas that you are changing.

4. Enter exit as many times as needed to return to the operating/monitoring
process.

5. Enter Ctrl-P to return to the * prompt.

6. Exit the router as described in EExiting the Router” on page 14

Accessing the Second-Level Processes

All interfaces, features, and protocols have commands that you use to access the
following processes:

» The configuration process to initially configure and enable the interface, feature,
or protocol, as well as perform later configuration changes.
* The operating/monitoring process to display information about each interface,

feature, or protocol, to make temporary configuration changes, or to activate
configuration changes.

You can also configure or operate some base system services through the
second-level processes. The commands to perform these functions are described

starting in lWhat is CONFIG?” on page 81.

The next sections describe the procedures for accessing the second-level
processes.

Accessing the Configuration Process, CONFIG (Talk 6)

Each protocol configuration process is accessed through the router’'s CONFIG
process. CONFIG is the second-level process of the router user interface that lets
you communicate with third-level processes. Protocol processes are examples of
third-level processes.

The CONFIG command interface is made up of levels of menus. Protocol
configuration command interfaces are menus within the CONFIG interface. Each
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protocol configuration interface has its own prompt. For example, the prompt for the
SNMP protocol command interface is SNMP config>.

The next sections describe these procedures in more detail.
Entering the CONFIG Process

To enter the CONFIG process from OPCON and obtain the CONFIG prompt, enter
the configuration command. Alternatively, you can enter the OPCON talk
command and the PID for CONFIG. The PID for CONFIG is 6.

* configuration

or
* talk 6

The console displays the CONFIG prompt (Config>). If the prompt does not appear,
press the Enter key again.

Quick Configuration Process: Quick Configuration, or Quick Config, allows you
to quickly configure portions of the router without dealing with the specific operating
system commands. You enter the Quick Config menus from the CONFIG process

using the gconfig command (see [Quick Configuration” on page 82).

Reloading the Router

Changes that you make to the protocol parameters through CONFIG do not take
effect until you either activate the net that contains any dynamic changes or the
router software.

Accessing the Console Operating/Monitoring Process, GWCON (Talk 5)

To view information about the interfaces, features, or protocols or to change
parameters while running, you must access and use the operating (monitoring)
process. Operating command interfaces are modes of the GWCON interface. Within
the GWCON mode, each interface, feature, or protocol interface has its own
prompt. For example, the prompt for the SNMP protocol is SNMP>,

Note: Any parameters you change in this process will not remain active across any
event that causes the MSS Family Client to reload the operational code,
such as a power outage or entering the reload command.

The next sections describe these procedures in more detail.
Entering the GWCON Command Process

To enter the GWCON process from OPCON and obtain the GWCON prompt, enter
the console command. Alternatively, you may enter the talk command and the PID
for GWCON. The PID for GWCON is 5. For example:

* console

or
* talk 5

The GWCON prompt (+) then displays on the console. If the prompt does not
appear, press Enter again.
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| Accessing the Secondary ELS Console Process, ELSCon (Talk 7)

The Secondary ELS Console provides convenient access to GWCON talk 5 ELS
without disrupting the current state of GWCON. You may be in the middle of a ping
in talk 5, or deep inside a talk 5 menu structure, and want to control ELS without
disrupting the current state of GWCON. The secondary ELS console (Talk 7) serves
this purpose.

To enter the Secondary ELS Console (ELScon) process from OPCON and obtain
the Secondary ELS Console prompt, enter the els command. Alternatively, you may
enter the talk 7 command.

In the following example, another ELS event is displayed while performing a ping
command.

Note: The intercept character (Ctrl-P by default) is used to obtain the OPCON
prompt (*).

*=talk 5

+protocol ip

IP>ping 10.0.0.9
PING 10.0.0.2 -> 10.0.0.9: 56 data bytes, tt1=64, every 1 sec.

+talk 7

ELS Secondary Console>display event ip.7
Complete

ELS Secondary Console>

*talk 2

00:20:48 IP.007: 10.0.0.2 -> 10.0.0.9
00:20:49 IP.007: 10.0.0.2 -> 10.0.0.9

Accessing the Third-Level Processes

After accessing the second level, you must enter commands on the third level to
configure or operate the interfaces, features, and protocols in your IBM MSS Family
Client. The following sections describe how to access the third level processes.

Accessing Network Interface Configuration and Operating Processes

This section describes how to get started with accessing the network interface
configuration and operating processes. Accessing these processes lets you change
and monitor software-configurable parameters for network interfaces used in your
router.

Accessing the Network Interface Configuration Process

Use the following procedure to access the router’s configuration process. This
process gives you access to a specific interface’s configuration process.

1. At the OPCON prompt, enter the configuration command.

client® * configuration

After you enter the configuration command, the CONFIG prompt (Config>)
displays on the console. If the prompt does not appear when you first enter
CONFIG, press Enter again.
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2. Use the add device command to create a network interface for each port on
the MSS Family Client. The add device command automatically assigns the
interface number. To determine the device types supported by the MSS Family
Client, enter add device ? command.
client® Config>add dev tok
Device Domain #(0-15) [0]?

Adding Token Ring device in domain 0 as interface #1
Use "net 1" to configure Token Ring parameters
clientd Config>add dev tok

Device Domain #(0-15) [0]? 1

Adding Token Ring device in domain 1 as interface #2
Use "net 2" to configure Token Ring parameters

3. Configure the IP protocol for each device.

client0 Config>p ip

Internet protocol user configuration

IP config>add address

Which net is this address for [0]? 1
New address []? 1.1.1.1

Address mask [255.0.0.0]? 255.255.255.0
IP config>add address

Which net is this address for [0]? 2
New address []? 2.2.2.2

Address mask [255.0.0.0]? 255.255.255.0
IP config>ex

4. Write the new configuration to memory.

client® Config>write
Config Save: Using bank F and config number 1
Writing config #1 starting at sector 0 (00000000)
Erasing sector 1
Writing data to FLASH
Writing 64k block starting at 0x00000000
client® Config>
5. At the Config> prompt, enter the list devices command to display the network

interface numbers for which the MSS Family Client is currently configured.

6. Record the interface numbers.

7. Enter the CONFIG network command and the number of the interface you want
to configure. For example:
client® Config> network 1

The appropriate configuration prompt, now displays on the console.

Note: Not all network interfaces are user-configurable. For interfaces that
cannot be configured, you receive the message:

That network is not configurable
8. Enter Ctrl-B to return to the LAN Switch menus.

MSS Family Client Restrictions: The following rules apply when adding devices
to the MSS Family Client:

* Only one physical ATM interface may be defined on the MSS Client.

* Adding an MSS Client in a LAN Switch will disable the next higher slot in the
pair. For example, if you add an MSS Client into an IBM 8270 model 800 slot 4,
slot 5 will be disabled. Likewise, if you add the MSS Client to slot 3, slot 4 will be
disabled.

» If your base LAN Switch is a Token-Ring switch, you cannot configure an
Ethernet device to a MSS Family Client. Likewise, if your base LAN Switch is an
Ethernet switch, you cannot configure a token-ring device. See
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Configuring the Network Interface: Refer to the specific chapters in this guide
for complete information on configuring your IBM MSS Family Client’'s network
interfaces.

The MSS Client supports a 155 Mbps ATM interface.

Accessing the Network Interface Console Process

To monitor information related to a specific interface, access the interface console
process by using the following procedure:

1. At the OPCON prompt, enter the console command . For example:
* console

2. The GWCON prompt (+) is displayed on the console. If the prompt does not
appear when you first enter GWCON, press Enter again.

3. At the GWCON prompt, enter the configuration command to see the protocols
and networks for which the router is configured. For example:

+ configuration

IBM Nways Multiprotocol Switching Server
Host name: MSS Client
Version: MSSC Feature 0 V2.1 Mod @ PTF ©@ RPQ O

Num Name Protocol

0 IP DOD-IP

3  ARP Address Resolution

7 IPX NetWare IPX

11 SNMP  Simple Network Management Protocol

12 0SPF  Open SPF-Based Routing Protocol

23 ASRT  Adaptive Source Routing Transparent Enhanced Bridge
25 LNM LAN Network Manager

29 NHRP  Next Hop Resolution Protocol

Num Name Feature
2 MCF MAC Filtering
6 QOS Quality of Service

9 Networks:

Net Interface MAC/Data-Link Hardware State
0 ATM/0 ATM ATM Up
1 NHRPL/0 NHRP LANE Shortcut ATM Up
2 TKR/0O Token-Ring/802.5 Token-Ring Up
3 TKR/1 Token-Ring/802.5 Token-Ring Up
4 TKR/2 Token-Ring/802.5 Token-Ring Up
5 TKR/3 Token-Ring/802.5 Token-Ring Up
6 TKR/4 Token-Ring/802.5 ATM Up
7 TKR/5 Token-Ring/802.5 ATM Up
8 ATM/1 ATM Virtual ATM interface Up

4. Enter the GWCON network command and the number of the interface you
want to monitor. For example:

+ network 0
™>

In this example, the ATM console prompt is displayed on the console. You can
then view information about the ATM interface by entering the ATM console

commands.
Monitoring the Network Interface: Refer to the specific chapters in this manual
for complete information on monitoring your IBM MSS Family Client's network
interfaces.
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Accessing Feature Configuration and Operating Processes

To help you access the IBM Multiprotocol Switched Services Family Client feature
configuration and operating processes, this section outlines both of these
procedures.

Accessing the Feature Processes

Use the feature command from the CONFIG process to access configuration
commands for specific IBM Multiprotocol Switched Services Family Client features
outside of the protocol and network interface configuration processes.

Use the feature command from the GWCON process to access console commands
for specific features that are outside of the protocol and network interface console
processes.

Enter a question mark after the feature command to display a listing of the features
available for your software release. For example:

Config> feature ?

Q0S
MCF

Feature name or number [2] ?

To access a particular feature’s configuration or operating prompt, enter the feature
command at the Config> or + (GWCON) prompt, respectively, followed by the
feature number or short name. For example:

Config> feature mcf
MAC filtering user configuration

Filter Config>

able 8 on page 94 lists the available feature numbers and names.

Once you access the configuration or operating prompt for a feature, you can begin
entering specific commands for the feature. To return to the previous prompt level,
enter the exit command at the feature’s prompt.

Accessing Protocol Configuration and Operating Processes

This section describes how to access the protocol configuration and operating
processes.

Entering a Protocol Configuration Process

To enter the desired protocol configuration process from the CONFIG> prompt:

1. At the CONFIG> prompt, enter the list configuration command to see the
numbers and names of the protocols purchased in your copy of the software.
See page Bf for sample output of the list configuration command.

2. From the Config> prompt, enter the protocol command with the number or
short name (for example, SNMP) of the protocol you want to configure. The
protocol number and short name is obtained from the list configuration
command display. In the following example, the command has been entered for
accessing the SNMP protocol configuration process:

Config> protocol SNMP
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or

Config> protocol 11
SNMP user configuration

The protocol configuration prompt then displays on the console. The following
example shows the SNMP protocol configuration prompt:

SNMP config>

You can now begin entering the protocol’s configuration commands. See the
corresponding protocol section of the Multiprotocol Switched Services (MSS)
Configuring Protocols and Features for more information on specific protocol
configuration commands.

In summary, the protocol command lets you enter the configuration process for the
protocol software installed in your router. The protocol command enters a
protocol's command process. After entering the protocol command, the prompt of
the specified protocol appears. From the prompt, you can enter commands specific
to that protocol.

Entering a Protocol Operating Process

To enter a protocol console process from the GWCON prompt:

1. Atthe GWCON prompt, enter the configuration command to see the protocols
and networks configured for the router. For example:

+configuration

IBM Nways Multiprotocol Switching Server
Host name: MSS Client
Version: MSSC Feature 0 V2.1 Mod @ PTF © RPQ 0

Num Name Protocol

0 IpP DOD-1IP

3 ARP Address Resolution

7 IPX NetWare IPX

11 SNMP  Simple Network Management Protocol

12 OSPF  Open SPF-Based Routing Protocol

23 ASRT  Adaptive Source Routing Transparent Enhanced Bridge
25 LNM LAN Network Manager

29 NHRP  Next Hop Resolution Protocol

Num Name Feature
2 MCF MAC Filtering
6 QOS Quality of Service

9 Networks:

Net Interface MAC/Data-Link Hardware State
0 ATM/0 ATM ATM Up
1 NHRPL/0 NHRP LANE Shortcut ATM Up
2 TKR/0 Token-Ring/802.5 Token-Ring Up
3 TKR/1 Token-Ring/802.5 Token-Ring Up
4 TKR/2 Token-Ring/802.5 Token-Ring Up
5 TKR/3 Token-Ring/802.5 Token-Ring Up
6 TKR/4 Token-Ring/802.5 ATM Up
7 TKR/5 Token-Ring/802.5 ATM Up
8 ATM/1 ATM Virtual ATM interface Up

2. Enter the GWCON protocol command with the protocol number or short name
of the desired protocol displayed in the configuration information.

In the following example, the command has been entered for accessing the
SNMP protocol console process.

+ protocol 11

or
+ protocol SNMP
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The protocol console prompt then displays on the console. This example shows
the SNMP protocol console prompt:
SNMP>

You can now begin entering the protocol's commands. See the corresponding
protocol section of the Multiprotocol Switched Services (MSS) Configuring Protocols
and Features for more information on specific protocol console commands.

Command Completion

The automatic command completion function assists you with the syntax for
commands entered at the command line.

To illustrate the behavior of Command Completion, assume that the following
commands are allowed in a given menu context. (This is an example menu only.)

enable
auto-refresh

caching
set cache-size
cache-timeout

priority
» If you type ena and hit the Space Bar, the full command is shown as ENABLE. If

you now type ?, a list of possible items to enable are shown (auto-refresh and
caching ) and the command ENABLE remains on the command line.

» If you type ena and press Enter, a message is printed that the command is not
fully specified, and a list of possible items to enable are shown (auto-refresh
and caching ) and the command ENABLE remains on the command line.

» Since the ENABLE command requires an item to enable, it appears in a list of
possible command completions with “...” in the left margin to indicate that more
input is required for the command.

 If your input matches multiple commands, a list of possible completions is
displayed. Your input on the new command line is expanded to the longest
common prefix. For example, if you enter set ca, and then press the space bar,
CACHE-SIZE and CACHE-TIMEOUT will be listed, and the new command line
will be expanded to SET cache-, since “cache-" is common to both possible
completions. Now you must type the letter “s” or the letter “t” to distinguish
between the possible completions "size” or "timeout”.

* Common commands sometimes appear in an alternate form (SHOW, DISPLAY,
LIST). If the Command Completion does not yield a match on a common
command, such as SHOW, the alternatives DISPLAY or LIST will be displayed, if
found.

 If the search for a command (and alternatives) does not yield an exact match,
you are presented with a list of possible completions, using some portion of your
input. For example, enanle followed by the Space Bar would be replaced with
ena and ENABLE would be listed as the possible completion.

* When a list of possible commands is shown, you can use the Tab key to cycle
through one command at a time on the current command line. You can use the
Space Bar or Enter key to select the command shown.
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| Online Help When Command Completion is Enabled
| The following online help is available when command-completion is enabled.

[ See B3 for the enable command-completion  syntax.

| ? Question mark displays a list of possible completions. A message appears if
[ the command is already complete.

Space bar
Attempts to complete the current word on the command line. If a unique
match is not found, possible completions are listed.

Tab Attempts to complete the current word on the command line. If a unique
match is not found, possible completions are listed and you may cycle
through these possible completions using the Tab key. Use the Space Bar
or the Enter key to select the currently displayed command.

Enter Attempts to complete the current word on the command line. If the
command is complete, Enter executes the command and stores it in the
Command History. If the command is incomplete, a list of possible
completions is displayed.

Ctrl-P  Returns to the MOS Operator Console prompt (*). (CTL-P is the default
Intercept Character.)

Backspace
Deletes the last character on the command line.

Ctrl-W Deletes the last word on the command line.

Ctrl-U Aborts the current command.

Ctrl-B  Retrieve Backward. Replaces the current command line with the previous

I

I

| Ctrl-L  Refreshes the current command line to display its contents.
I

[ command in the circular Command History.

| Ctrl-F  Retrieve Forward. Replaces the current command line with the next
[ command in the Command History.

| Ctrl-R Marks the start of a Repeat Sequence in the Command History. Use with
| the Ctrl-N function.

Ctrl-N  Replaces the current command line with the next command in the Repeat
Sequence whose starting command was marked with CTL-R.

Ctrl-C Cancels Easy-Start, if active.

Escape ?
Escape, followed by “?” prints this Command Line Help:

[ The following rules apply to automatic command completion:

* Completed commands are shown in UPPERCASE on the command line.

* Common commands sometimes appear in an alternate form (ADD versus
CREATE). If the command completion does not yield a match on a common
command, any alternative commands will be displayed.

|
I
I
I
|  If the search for a command (and alternative commands) does not yield a unique
[ match, a list of possible completions is shown, and the longest common prefix is
I
I
I

presented.
* When possible completions are listed, commands requiring further command
input are shown with “...” in the left margin.
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When a Command History retrieve key (CTL-B,F,N) is pressed, the Command
History is scanned for a command that successfully parses in the current
command context. A tone will be sounded if no such command exists.

Some command menus are built dynamically. Command Completion cannot
always follow these dynamic links. '?’ can be entered in these cases.

To disable Command Completion for just one command (to enter a comment),
type any Comment Character as the first character on the command line. The
Comment Characters are |@#$%*:;/""

Command Completion will be disabled in the event of an internal error. Report
the Debug information on the screen to Customer Support.

Command Completion is currently Enabled. To Disable this option, use the
disable command-completion command from Configuration talk 6.

Online Help When Command Completion is Disabled

The following online help is available when command-completion is disabled:

? When a '?’ (Question Mark) is entered at the end of the command line, a
list of possible completions is shown.
Enter Executes the command and stores it in the Command History. A message is

printed if the command is not fully specified

Ctrl-P  Returns to the MOS Operator Console prompt (*). (CTL-P is the default

Intercept Character.)

Backspace

Deletes the last character on the command line.

Ctrl-U Aborts the current command.

Ctrl-B

command in the circular Command History.

Ctrl-F  Retrieve Forward. Replaces the current command line with the next

Ctrl-R

Ctrl-N

command in the Command History.

the Ctrl-N function.

Sequence whose starting command was marked with CTL-R.

Ctrl-C Cancels Easy-Start, if active.

Escape ?

Escape, followed by “?” prints this Command Line Help:

Command Completion is currently Disabled. To Enable this option,
use the enable command-completion command from Configuration talk 6.

Retrieve Backward. Replaces the current command line with the previous

Marks the start of a Repeat Sequence in the Command History. Use with

Replaces the current command line with the next command in the Repeat

Command History

The Command History contains up to the last 50 commands entered by the user in
OPCON, GWCON (Talk 5) or CONFIG (Talk 6) command line menus.
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Backward and Forward retrieve keys can be used to recall previously entered
commands. In addition, a facility is provided to enable the advanced user to repeat
a particular series of commands.

Repeating a Command in the Command History

By pressing Ctrl - (backward) or Ctrl-F (forward) at any command line prompt in an
OPCON, GWCON or CONFIG menu, the current command line is replaced by the
previous or next command in the Command History. The Command History is
common across the command line interface. That is, a command entered while in a
GWCON menu can be retrieved from within CONFIG and a command entered while
in a CONFIG menu can be retrieved from within GWCON.

When automatic Commmand Completion is enabled (SeetCommand Completion’]

and a Command History retrieve key (CTL-B,F,N) is pressed, the
Command History is scanned for a command that successfully parses in the current
command context. A tone will be sounded if no such command exists.

The Command History contains the most recently entered commands, up to a
maximum of the last 50 commands. If only three commands have been entered
since a restart, pressing Ctrl-F or Ctrl - circles through only those three commands.
If no commands have been entered thus far, Ctrl-F or Ctrl - results in tone sound.

Note: A command aborted by pressing Ctrl-U will not be entered into the
Command History. When Command Completion is enabled, only complete
commands are entered into the Command History.

To enter two similar commands:

display sub arp
display sub lec

Enter:
display sub arp, then press Enter
Ctrl - for Backward, and the current line is replaced with-
display sub arp
Press Backspace and replace “arp” with “lec” to get
display sub lec and then press Enter

Repeating a Series of Commands in the Command History

There is an additional feature for advanced users to facilitate repeating a particular
series of GWCON or CONFIG commands. C1, C2,...,Cn in the Command History is
referred to as a repeat sequence. This feature may be more convenient than simply
using Ctrl - and Ctrl-F when you must repeat a given task that requires multiple
commands. Enter Ctrl-R (repeat) to set the start of the repeat sequence at
command C1. Enter Ctrl-N (next) successively to retrieve the next command(s) in
the repeat sequence. Commands are not automatically entered, but are placed on
the current command line allowing you to modify or enter the command.

To produce the desired behavior of a repeat sequence, the first command retrieved

using the first Ctrl-N (next) depends on the manner in which the start of the repeat
sequence was set using Ctrl-R (repeat).
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Setting the start of the repeat sequence with Ctrl-R can be done in two ways:
1. When C1 is initially entered
2. When C1 is retrieved from the Command History with Ctrl - or Ctrl-F.

Starting a Repeat Sequence As Commands Are Entered

If you enter Ctrl-R as command C1 is being keyed in, and then enter commands
C2, C3... Cn. Ctrl-N will successively bring commands C1, C2, ... Cn, C1, C2, ...
Cn, C1, ... to the command line.

In Example 1, the start of the repeat sequence is set as the first command is keyed
in. The user knows ahead of time that the same commands to be entered in
GWCON need to be repeated in CONFIG.

Example 1

1. As the first command in the sequence is keyed in, use Ctrl-R (repeat) to set the
start of the repeat sequence.

*console
+event Ctrl1-R

then press Enter to set the start of the repeat sequence.
2. Continue typing the subsequent commands in the sequence:
Event Logging System user console
ELS>display sub arp
ELS>display sub lec

ELS>exit
+

3. To enter these same commands in CONFIG, press

Ctrl-P (the default OPCON intercept character) and go to CONFIG.

+-press Ctrl1-P-

=configuration

Config>Ctr1-N for NEXT to retrieve the start of this sequence-
Config>event Enter

Event Logging System user configuration

ELS config>Ctr1-N for NEXT to retrieve the next command in sequence-
ELS config>display sub arp Enter

ELS config>Ctr1-N for NEXT to retrieve the next command in sequence-
ELS config>display sub Tec Enter

ELS config>Ctr1-N for NEXT to retrieve the next command in sequence-
ELS config>exit Enter

Config>

Starting a Repeat Sequence After All Commands Are Entered

On the other hand, if you first enter C1, C2, ... Cn, and retrieve C1 via Ctrl - or
Ctrl-F . Entering Ctrl-R, entering Ctrl-N successively brings commands C2,..., Cn,
C1, C2,..., Cn, C1,...,Cn to the command line (see Example 2). The first occurrence
of C1 is bypassed since C1 is already available on the command line at the time it
was retrieved, and does not need to be recalled again by the first Ctrl-N.

In Example 2, all the commands are entered and then the first command in the
sequence to be repeated is retrieved. A sequence of commands has been entered
in GWCON, and the same sequence needs to be repeated in CONFIG.

Example 2
1. Enter the following commands in GWCON:
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xconsole

+event

Event Logging System user console
ELS>display sub arp

ELS>display sub lec

ELS>exit

+

2. To enter these same commands in CONFIG, press Ctrl-P (the default OPCON
intercept character) and go to CONFIG.
+Ctrl-P-
xconfiguration
Config>Ctrl - four times to retrieve the start of

the four command sequence in this example-

Config>event

Config>event Ctr1-R for REPEAT to set the start of the repeat sequence-
Config>event Enter

Event Logging System user configuration

ELS
ELS
ELS
ELS
ELS
ELS

config>Ctr1-N for NEXT to retrieve the next command in sequence-
config>display sub arp Enter

config>Ctr1-N for NEXT to retrieve the next command in sequence-
config>display sub Tec Enter

config>Ctr1-N for NEXT to retrieve the next command in sequence-
config>exit Enter

Config>
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Chapter 3. Using MSS Family Client Firmware

The MSS Family Client contains firmware that tests the hardware each time the
MSS Family Client is powered on. If the MSS Family Client has not loaded its
operational code, the firmware will be running.

One of the functions is to perform hardware checking after a power-on, and decide
which version of the operational code will be loaded. It also allows you to change
some of the hardware-related parameters, and manage the operational code and
your configuration files.

The System Management Services menu appears when the MSS Family Client is
set up to boot up in “Attended Mode.”

Important:

1. You can access the firmware by stopping the boot process. When you reset the
MSS Family Client, you will be asked if you want to disable the unattended start
mode.

2. From the LAN switch menus select “Non-Token Ring Ports” (or “Non-Ethernet
Ports”) and the UFC slot for the MSS Family Client you want to access.

3. You can use the up(?) and down arrow (V) keys or the Tab key to move around
the firmware panels.

Accessing the Firmware Prompt

Before booting the MSS Family Client, note that:

* You will need a terminal or IP workstation connected to the LAN Switch. This can
be a VT100 TTY device connected directly through the serial port or a telnet
session to the LAN Switch’s IP address.

Boot Options Available for the MSS Family Client

Attended Mode

The MSS Family Client can be configured for Unattended mode. In Unattended
mode, you must have chosen which load image and which configuration to load.
The structure of the image banks is as follows:

* IMAGE - Status of image

* CONFIG 1 - Status of Config
* CONFIG 2 - Status of Config
* CONFIG 3 - Status of Config
* CONFIG 4 - Status of Config

See [List” on page 11d for a description of file statuses.

When the client is configured to come up in attended mode, you have access to the
Firmware System Management Services.

In attended mode, you can start booting the client by pressing F9 and then Enter to
start the operating system.
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Unattended Mode

This is the normal mode for the MSS Family Client. It will come up on the Active,
Local, or Pending image and config based on your choice.

A password is not required to boot up in unattended mode.

Starting the MSS Family Client Firmware

You can begin using the information in this section after you have prepared your
service terminal and have established connection with the client.

From the Main Menu panel (as shown in m), you can select one of four
services. The following sections explain these services and provide instructions for
going through the associated panels:

" . " - "
°

‘ H ”
.

/}BM MSS Family Client Firmware
Version 3.2 built on 03/15/98 at 16:37:23 in cc22:BUILD:cc22_15a
(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.
System Management Services

Select one:

Manage Configuration
Boot Sequence Selection
Select Device to Test
UtiTities

End Console Session

Ol W N =

Enter - Esc=Quit - Fl=Help - F3=Reboot -  F9=Start OS -

Figure 8. Main Menu Panel

The Function Keys

As seen in m various function keys appear at bottom of the panels. These

keys are common among the MSS Family Client Firmware panels. On other panels
the functions keys are stacked at the right of the panel. Use the F1 Help key to get
descriptions for the function keys associated with the MSS Family Client Firmware.
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Obtaining Help

Online helps are available for panels whenever the F1 key appears at the lower
portion of the panel. Pressing F1 presents a pop-up help window with information
relating to the currently active panel.

Managing the Configuration

Managing the configuration involves defining and modifying some configuration
values.

1. Select 1. Manage Configuration from the main menu as shown in m

2. The System Configuration Information panel appears as shown in w

Note: The manage configuration screen on the MSS Family Client provides
information related to the hardware of the MSS Client or MSS Domain Client.
You cannot modify any of the parameters from this menu.

/}BM MSS Family Client Firmware
Version 3.2 built on 03/15/98 at 16:37:23 in cc22:BUILD:cc22_15a
(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.
System Management Services
R e attatatatals System Configuration Information-------------- +

Select one| Processor Type 133MHz 603e

Manag| Memory 32 Megabytes >
Boot
Selec| PCI Slots

Utiti Name of adapter STot # Device ID Revision ID
End C ATM 155 SM 1 0050 03

ol BEwWwWN =

Enter Enter - Esc=Quit - Fl=Help -

Figure 9. System Configuration Information

Selecting the Boot Sequence

This function enables you to select a sequence for the various boot devices, display
the current boot device settings, restore the default setting, and boot from other
boot devices.

Attention: It is not recommended that you use this function. Use the Change
Management option under the Utilities menu instead. See }ESE'

Lising BOOT Config to Perform Change Management” an page 101 for

more information about change management.
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Selecting a Device To Test

The firmware performs hardware tests when the MSS Family Client boots up. But
there may be times when you have removed and replaced a failing part and you
want to run an individual test before a full boot up or reset. The firmware allows you
to run these individual tests:

» Test All Subsystems: This test runs all the subsystem tests that are listed on this
panel.

Note: This list is a variable list and the entries are based on diagnostic files.

» Test Memory: This test searches all available memory regions, tests the regions,
and presents a consolidated list of test results.

» Test System Board: This tests the PowerPC CPU and the System Board
interrupts.

* 155-Mbps ATM Adapter: This tests the ATM adapter and allows the testing of the
physical interface in the MSS Family Client when used with an optical wrap plug.

* LAN Switch Interface: This tests the interface between the MSS Family Client
and the LAN Switch.

To test a device:
e Select 3. Select Device to Test from the main menu.

The Select Device to Test panel appears (Eigure 10 an page 43).

Note: The Select Device to Test panel is created dynamically, depending on
what diagnostics have been loaded.
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IBM client Firmware

Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.
System Management Services

Select one:
1. Manage Configuration
2. Boot Sequence +---------eooo-- Select Device to Test-------==------- +
3. Select Device Esc=Quit -
4, Utilities | e
Fl=Help -
{>} Test A11 Subsystems Spacebar=Choose -
{ } Test Memory  mmmmmmmmmmeeee-
{ } Test System Board F4=Parm Setup -
{ } Test 8260 Mailbox = =-emmmmmmmeeeaoo
{ } Test IDE Devices Fb=Execute -
{ } ATM Interface to Hub = —-mmmmmmmmmmmo
F9=Display Error Log -
Enter - | e
Fm e e e +
& %
/}BM MSS Family Client Firmware h
Version 3.2 built on 03/15/98 at 16:37:23 in cc22:BUILD:cc22_15a
(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.
System Management Services
Select one:
1. Manage Configuration
2. Boot Sequence +--------------- Select Device to Test---------------- i
3. Select Device Esc=Quit -
4, Utilities |  mmmmmmmmmmeeeees
5. End Console Se Fl=Help -
{>} Test A11 Subsystems Spacebar=Choose -
{ } Test Memory  mmmmmmmmmeeeeo
{ } Test System Board F4=Parm Setup -
{ } ATM Interface to Hub = ==--mmmcommmmo
F9=Display Error Log -
Enter - | emmmmmmemeeeee-
eSSl SIS SIS SIS S SIS S SIS SIS SIS SIS +
& %

Figure 10. Test Selection Panel

» Use the spacebar and up arrow and down arrow keys to select the test that you
want to run.

* Move the cursor to a selection and press F4 to define additional test parameters.

Note: Errors encountered during diagnostics are logged in the hardware error
log.
* The Test Parameters panel appears. From this panel you can select:
— Run Interactive Test
— Run Wrap Tests
— Stop On Error
— Loop Tests
— Loop Count

Press Esc to return to the Select Device Test panel.
* Press F6 to start a test.
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» After the test is complete, press Esc to return to the main menu panel.

Using the Utilities

To use the utilities:
1. Select 4. Utilities from the main menu.
A panel listing the available utilities appears (m).

/}BM MSS Family Client Firmware h

Version 3.2 built on 03/15/98 at 16:37:23 in cc22:BUILD:cc22_15a
(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.
System Management Utilities

Select one:

Enable Unattended Start Mode
Disable Unattended Start Mode
Update System Firmware

Display Event / Error Log

View or Set Vital Product Data
Copy Remote Files

Remote Initial Program Load Setup
Change Management

ONOOTH WN =

Enter - Esc=Quit - Fl=Help -

Figure 11. Utilities Selection Panel

2. Make your selection. Additional panels appear to prompt you for additional
information, and messages appear to indicate that the task is completed.

Enabling Unattended Start Mode

The default is that the unattended start mode is enabled, which causes the MSS
Family Client to load operational code automatically.

Note: You can perform this function only if you do it immediately after you perform
a power-on reset.

1. Select Enable Unattended Start Mode from the utilities panel.
The Unattended Start Mode Changed panel appears. See w
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Select one:

IBM MSS Family Client Firmware
Version 3.2 built on 03/15/98 at 16:37:23 in cc22:BUILD:cc22_15a
(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.

System Management Utilities

1. Enable Unattended Start Mode

2. Disable Unattet+------ Unattended Start Mode Changed------- +
3. Update System |
4. Display Event | Unattended Start mode has been |
5. View or Set Vi|  enabled. |
6. Copy Remote Fi|
7. Remove Initial
8. Change Managem

Fe e +
Enter - Esc=Quit - Fl=Help -

-

Figure 12. Unattended Start Mode Changed (Enabled) Panel

Disabling Unattended Start Mode

The default for the MSS Family Client firmware is that the unattended start mode is

enabled. You disable Unattended Start Mode using this utility.

Note: Disabling unattended start mode from the firmware overrides the prompts
you will receive from the LAN Switch.

1. Select Disable Unattended Start Mode from the utilities panel.
The Unattended Start Mode Changed panel appears. See Eigure 13.

/}BM MSS Family Client Firmware

Version 3.2 built on 03/15/98 at 16:37:23 in cc22:BUILD:cc22_15a
(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.
System Management Utilities

Select one:

g

Enable Unattended Start Mode

. Disable Unatte+
. Update System |
. Display Event |
. View or Set Vi|
. Copy Remote Fi|
. Remote Initial

. Change Managem

O~NOOT B W

Unattended Start mode has been
disabled.

Figure 13. Unattended Start Mode Changed (Disabled) Panel

Updating System Firmware

Use this utility to update the MSS Family Client firmware.
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Note: Do not power off or reset the MSS Family Client during the process of
updating the firmware. If the update fails, the MSS Family Client will boot a
backup firmware image. If this happens, repeat the update procedure to
reload the onboard firmware image.

1. Select Update System Firmware from the utilities panel.

The System Firmware Update panel appears. See m

/}BM MSS Family Client Firmware

Version 3.2 built on 03/15/98 at 16:37:23 in cc22:BUILD:cc22_15a
(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.
System Management Utilities
Select one:
1. Enable Unattended Start Mode
2. Disable Unattended Start Mode
3. Update System +---------- F/W Update Options----===ceeuaux +
4. Display Event
5. View or Set Vi| 1. TFTP a Remote Image File
6. Copy Remote Fi| 2. Use a Local Image File
7. Remote Initial|
8. Change Managem| Enter - ESC=Quit - F-1=Help
VI T T :
Enter - Esc=Quit - Fl=Help -

Figure 14. Update System Firmware Panel

2. Select the option that you want to use from those listed. For TFTP, the system
prompts you for the remote (the “from”) file name that you want to use.

If you need to set the IP address of the MSS Family Client, use the Remote
Initial Program Load menu.

The firmware update process begins. It informs you that the system firmware
has been updated.

Displaying the Event/Error Log

To display the Event/Error Log:
1. Select Display Event / Error Log from the utilities panel.

The Event / Error Log panel appears. See Eigure 15 on page 47.
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/}BM MSS Family Client Firmware )

Version 3.2 built on 03/15/98 at 16:37:23 in cc22:BUILD:cc22_15a
(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.
System Management Services

Select one:
1. Enable Unattended Start Mode
2. Disable Unattended Start Mode
3. Update System Firmware

oo Event LOg---------=----mmm oo i

I I

| 1. src 1 08/src/arp/sysext/c200/io_int.c:324 00000005,012B |
2. Bootup 0 00-01, 21 01/03/96 16:23:27
3. Src 1 08/src/arp/sysext/c200/io0_int.c:324 00000005,012B

i Enter - Esc=Quit - Fl=Help - F2=Clear Log -
______________________________________________________ |

o o = = o = +

Enter - Esc=Quit - Fl=Help -

- J

Figure 15. Event/Error Log Panel

If the log is too large to appear on one panel, you can move through the log by
using the up and down arrow keys or the PgUp/PgDn keys.

2. Press F2 to clear the log.
Hardware Error Codes

The error log that is displayed when you use the Display Event/Error Log firmware
utility contains error codes. Tahle 3 explains these codes.

Table 3. Hardware Error Codes

Error Code |Physical Software Explanation
Location Subsystem

00010000 System Board | Processor Error occurred during processor test

00011000 System Board | NVRAM Non-volatile RAM Test Failure

00015001 System Board | Firmware Error occurred while erasing the system
firmware

00015002 System Board | Firmware Error occurred while updating the system
firmware

00015011 System Board |Main Flash Error occurred while erasing the system

Array main flash array

00015500 System Board | Interrupts System board interrupt test failure

00015501 System Board | Interrupts Error occurred during processor interrupt
test

00015502 System Board | Interrupts Error occurred during real-time clock
interrupt test

00015503 System Board | Interrupts Error occurred during timer interrupt test

00016000 System Board | RTC-NVRAM CRC error

00016002 System Board | RTC-NVRAM Read/write failure

00017001 System Board | RTC-NVRAM Battery drained

00017006 System Board | RTC-NVRAM Security data missing or not valid
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Table 3. Hardware Error Codes (continued)

Error Code |Physical Software Explanation
Location Subsystem
00017007 System Board | Security Maximum unsuccessful attempts to enter
password was reached
4000xxxX UFC Base UFC Interface | An error occured during testing of the LAN
Card Diagnostics Switch UFC Interface Packet Memory,
xxxxx = detailed information
41000000 UFC Base UFC Interface | Error occurred during the LAN Switch UFC
Card Diagnostics Interface Wrap Test
50001100 System Board | Firmware The level of System Management Services
does not match the level of system
firmware
710sdddd 155-Mbps ATM Error occurred with ATM adapter in slot
MMF adapter |diagnostics “s” dddd = detailed status
720sdddd 155-Mbps ATM Error occurred with ATM adapter in slot
SMF adapter |diagnostics “s” dddd = detailed status
7msceddd PCI slots Adapters m=unique for adapter type
s=subtest, c=slot id, e=error id,
ddd = debug
81xyzzzz System Board | Memory Error occurred while testing main flash
array memory pages
X, Y, zzzz = detailed information

Viewing Vital Product Data

This utility allows you to view vital product data (VPD) for the MSS Family Client

/}BM MSS Family Client Firmware

Version 3.2 built on 03/15/98 at 16:37:23 in cc22:BUILD:cc22_15a

(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.
System Management Utilities

Select one:

EnabTe Unattended Start Mode
Disable Unattended Start Mode
Update System Firmware
Display Event / Error Log
View or Set Vital Product----- View or Set Vital Product Data----- +
Copy Remote Files
Remote Initial Program L|

Change Management ‘ Firmware Part Number |

ONO OB WN =

Hardware Vital Product Data

Esc=Quit - |

Enter -

Figure 16. View of Set Vital Product Data

1. Select View or Set Vital Product Data from the utilities panel.

The View or Set Vital Product Data panel appears (M). From this panel
you can select the type of vital product data you want to view.
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2. For each selection, a View Part Number panel appears that contains the part
number you selected. Version number and dates are provided for the firmware
and System Management Services.

3. Select Hardware Vital Product Data if you want to view vital product data.
VPD is stored in keyword format. The following is a list of the keywords and
their meanings. Depending on the configuration of your system, all of the
keywords listed may not be present or have meaningful values.

Vital product data fields are:
AT - Main logic card type
DS - Text description of card
FN - FRU number
PN - Manufacturing part number
ML - Maintenance level
MF - Manufacturing location
SN - Serial number
BF - Boot flash level and ID
NA - Burned in MAC Address in ASCII Format
F# - Feature Number
BS - Box serial number
RC - Recycle count
Z0 - Vendor ID

4. Press Esc when you are through.

Copying Remote Files

This utility allows you to tftp remote files from another machine into memory.
1. Select Copy Remote Files from the utilities panel.

The Copy Remote Files panel appears (Eigure 17 on page 50d). From this panel
you select the method of file transfer. Subsequent panels allow you to enter the

names of the files that you want to copy.
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/}BM MSS Family Client Firmware

Version 3.2 built on 03/15/98 at 16:37:23 in cc22:BUILD:cc22_15a
(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.
System Management Utilities

Select one:

1. Set Supervisory Password
Enable Unattended Start Mode
Disable Unattended Start Mode
Remove Supervisory Password
Update System Firmware
Display Event / Error Log
View or Set Vital Product Data
Copy Remote Files Fommmmmee-
Remote Initial Program L
Change Management 1.

©OWOWONOYOLPWN

—

Figure 17. Copy Remote Files Panel

Setting Up Remote Initial Program Load

Before you can configure an MSS Family Client in the network, it must have an IP

address that is recognized within your network.

This utility allows you to load this minimum information to install this device in your
network so that you can send it a configuration file, or otherwise communicate with
it. This utility allows you to Ping the MSS Family Client, after loading its minimum

network parameters, to see if you can communicate with it.
1. Select Remote Initial Program Load Setup from the utilities panel.

The Network Parameters panel appears (Eigure 18). From this panel you can

select to enter the IP address of the MSS Family Client and the host, input
adapter parameters, or Ping from the MSS Family Client to the host.

/}BM MSS Family Client Firmware

Version 3.2 built on 03/15/98 at 16:37:23 in cc22:BUILD:cc22_15a

(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.
System Management Utilities

Select one:
1. Enable Unattended Start +----------

2. Disable Unattended Start
3. Update System Firmware 1. IP Parameters
4. Display Event / Error Lo 2. Adapter Parameters
5. View or Set Vital Produc 3. Ping
6. Copy Remote Files |
7. Remote Initial Program L
8. Change Management Enter - Esc=Quit - Fl=Help -
D +
Enter - Esc=Quit - Fl=Help -

Figure 18. Setup Remote Initial Program Load Panel

* If you select IP Parameters , a panel appears on which you can enter:
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— Client IP Address (the IP address of the MSS Family Client)
— Server IP Address

— Gateway IP Address

— Subnet Mask

An MSS Family Client comes from the factory with the following default IP

addresses:

Client 10.1.1.3
Server 10.1.1.2
Gateway 10.1.1.2

Subnet Mask  255.255.255.0
2. If you select Adapter Parameters , a panel appears with options to:
» Display the MAC address of the MSS Family Client
» Display the network type - either Ethernet or Token-Ring
» Display or set the LAN Switch domain number that the firmware uses

Note: This release of the MSS Family Client firmware only supports
communication over domain 0 (the default domain) on the LAN Switch.

3. The Ping option allows you to test connectivity.
Change Management

Change Management enables you to manipulate the client level of software code

that will run on the client See [Chapter 8 Using ROOQT Config ta Perfarm Changd
Management” on page 109 for detailed information about change management.
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Chapter 4. Getting Started with Configuring the MSS Family

Client

This chapter explains how to access the MSS Family Client using a workstation and
how to manage operational software images and configuration files. It also provides
a brief overview of the configuration methods available for the MSS Family Client.

Configuration and Monitoring Tools

These are the various configuration and monitoring tools that are supported by the
physical connections:

Multiprotocol Switched Services Client Configuration Program

This is a standalone program that is installed in a workstation which uses
TCP/IP to connect to the MSS Family Client. You must use this program
differently before and after the initial configuration of the MSS Family Client.

Before configuration:

Initial configuration of the MSS Family Client must be through a local
console on the LAN switch. When the MSS Family Client is in this state,
you cannot use the Communications options of the Configuration Program.
You can create configuration files and download them later to the MSS
Family Client using TFTP.

Note: If you are using a Windows 95 workstation, you must obtain a TFTP
daemon as the daemon is not part of the base TCP/IP software.

After configuration:

After the MSS Family Client has been made operational with an IP address
and subnet mask, you can create and download the configuration files
using the communications options of the configuration program.

When the MSS Family Client is in this state, you can use the
Communications Send option of the Configuration Program to send
configuration files from the workstation over the network to the MSS Family
Client. When using the version of the Configuration Program that is
supported by AlX, you can also use the Communications Retrieve option of
the Configuration Program to retrieve configuration files from the MSS
Family Client. For more information, see IBM Multiprotocol Switched
Services Client Configuration Program User’s Guide for Nways Multiprotocol
and Access Services Products, GC30-3830.

Web browser Hypertext Markup Language (HTML) interface

The Web browser interface is a configurator that is a home page and is
accessed by a Web browser from a workstation that is connected to the
MSS Family Client. You need a Web browser that can display clickable
images and tables. The Web browser interface can be accessed using IP.

If you supply the Web browser one of the configured IP addresses of the
MSS Family Client, or its name (when using an IP name server), the Web
browser interface will come up.

Command line interface

© Copyright IBM Corp. 1998

The command line interface is a teletypewriter (TTY) text interface that
requires you to enter commands to use it. The workstation that accesses it
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must be either an ASCII terminal, a personal computer (PC), a telnet
connection to the LAN Switch, or other intelligent programmable workstation
emulating an ASCII terminal.

After the MSS Family Client is operational in the network, you can Telnet
into the MSS Family Client over IP to bring up this interface. If one
connection to the MSS Family Client is a Telnet session, the MSS Family
Client can support two connections at one time.

The command line interface is marked by an asterisk (*) prompt.Refer to
the IBM Multiprotocol Switched Services Client Interface Configuration and
Software User’s Guide for a full description of this interface.

File Transfer

[Table 4 defines the ways in which configuration files and operational software files
can be transferred to and from the MSS Family Client.

Table 4. File Transfer

File Transfer Method Type of Connection

TFTP Get command from the MSS Family Client to the
workstation that has the binary configuration file, to
download operational software images and configuration
files to the MSS Family Client. Files sent using TFTP must
be binary, or the MSS Family Client cannot use them. You
should use the Create command of the Configuration
Program to save configuration files in binary format before
downloading them to the MSS Family Client.

* IP connection of
operational MSS Family
Client over functioning
network (using the TFTP
Get and Put commands to
download and upload
files).

After the MSS Family Client is operational in the network,
you can use the TFTP Put command over IP to upload a file
from the MSS Family Client to a workstation. The file will be
uploaded in binary format. Both operational software and
configuration files can be uploaded.

You should use the Read router configuration option of the
Configuration Program to make an uploaded configuration
file usable by the Configuration Program so that you can
change some parameter values in it.

Note: Using TFTP Put is a way to retrieve files from the
MSS Family Client if the Retrieve option of the Configuration
Program is not available.

The Communications Option of the Configuration Program IP connection of operational
(actually, the protocol for this is SNMP). This method cannot MSS Family Client over

be used until the MSS Family Client is operational in the functioning network.
network. The files are not binary, but are in a format that is

internal to the Configuration Program. This function can

send configuration files to the MSS Family Client and

retrieve them from the server.

Initial Configuration

After the MSS Family Client has passed its hardware diagnostics, it is in a ready
state for configuration.
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Performing an Initial Configuration

1. Perform a minmial configuration using one of the following methods:
* Use a TTY connection to access the IBM MSS Family Client.
» Bring up the Web browser interface or the command line interface.

* Use quick configuration to do a minimal conf|gurat|on of the IBM MSS Family
Client, including IP address and SNMP. See L

2. Restart the IBM MSS Family Client to activate the quick configuration.

3. Next, make and save a configuration file using the Configuration Program. Use
the TFTP Get command over IP or use the Communications Options Send
command of the Configuration Program to download the configuration file.

When using TFTP, you must use the Create option of the Configuration Program
to create binary files and then TFTP them to the IBM MSS Family Client.

4. Restart the IBM MSS Family Client to make the configuration active. If the
configuration file included all the necessary parameters, the IBM MSS Family
Client should now be completely operational in the network.

Tips for Managing Configuration Problems

Reconfiguring

Important:  After the IBM MSS Family Client is configured and operational, always
back up the active configuration file. Keeping this file enables you to
re-establish the IBM MSS Family Client on the network should the
active configuration become corrupted.

Back up the active configuration file by retrieving it and storing it in the

workstation. See ['Eile Transfer” on page 54 for more information.

You may find it hard to detect problems caused by configuration errors. A
configuration error can initially appear to be a hardware problem because the IBM
MSS Family Client will not start or data will not flow through a port. In addition,
problems with configuration may not result in an error initially; an error may occur
only when specific conditions are encountered or when heavy network traffic occurs.

If you cannot resolve a problem after making a few changes to the configuration or
after restoring the active configuration file, it is recommended that you generate a
new configuration. Too many changes to a configuration often compound the
problem, whereas you can usually generate and test a new configuration within a
few hours.

Quick Configuration

Quick configuration is a process for initial configuration that is available either from

the Web browser interface or from the command line interface. It produces a simple
configuration that will enable the IBM MSS Family Client to run in the network. The

Web browser interface, which is the more usable of the two interfaces, is

recommended. See LQ.umk_CanﬂgmananJJsmg_theJNeh_BmaseLuﬂedacLod

for a description of quick configuration using the Web interface.

Chapter 4. Getting Started with Configuring the MSS Family Client 55



Getting Started with MSS Family Client Configuration
Completing the Configuration After Quick Configuration

After completing quick configuration, reload the IBM MSS Family Client to activate
the configuration. Then, you can access the IBM MSS Family Client over the
network, if you have configured an IP address for it.

The configuration provided by QCONFIG depends upon many default values for
parameters, some of which may not be appropriate to your installation. You may
need to modify the configuration created using QCONFIG to customize the IBM
MSS Family Client to work in your network. Do this using any of these methods:

» Configuration Program
* Web browser HTML interface
¢ Command line interface

However, the Configuration Program is the preferred configuration method for these
reasons:

1. It enables you to keep a number of copies of configuration files on a server for
uploading to the appropriate IBM MSS Family Client.

2. It does not alter any configuration parameters dynamically. This feature helps
control changes to the IBM MSS Family Client configurations.

3. It performs more input validation and cross-checking of the configuration
parameters than the other methods.

The command line interface and the Web browser interface cause certain
parameters to be altered dynamically. The binary files that they create are saved on
the IBM MSS Family Client, not in the workstation. These characteristics make
them more difficult to use for managing the configuration of the IBM MSS Family
Client. However, they can be used to monitor the operations of the IBM MSS Family
Client, whereas the Configuration Program cannot. They are also useful when you
want to change one of the parameters that can be dynamically altered.

How Software Files Are Managed

To help manage operational software upgrades and configurations, the IBM MSS
Family Client has a software change management feature. This utility enables you
to determine which configuration file is active while the IBM MSS Family Client is
running. In addition to storing the active configuration file, the IBM MSS Family
Client stores up to 4 configuration files in non-volatile memory.

How to View the Files

To use the change management tool in the command line interface to view the
operational software image and the configuration files, follow these steps:

1. From the prompt for OPCON, which is an asterisk (*), type talk 6. The prompt
Config> appears.

2. Enter boot. You will see the prompt Boot config>.

3. Enter list to display information about which load images and configuration files
are available and active.

See LList” an page 110 for sample list output and a description of file statuses.
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How to Reset the IBM MSS Family Client

Note: A reset interrupts the function of the IBM MSS Family Client for up to 90
seconds. Be sure that the network is prepared for the interruption.

As previously stated, PENDING and LOCAL files are not loaded into active memory
until you reset the IBM MSS Family Client.

You can reset the IBM MSS Family Client using any one of these methods:
* At the Config only> prompt, type reload .

Note: The Config only> prompt appears when no configuration file is active.
Lack of an active configuration file indicates that an active configuration
has become corrupted or that the IBM MSS Family Client is not
configured.

* At the OPCON prompt (*), type reload .
* Through the LAN switch.

File Transfer Using TFTP

See LTETP” on page 119 for a sequence of commands to transfer a file from a
workstation or server to the IBM MSS Family Client using TFTP. You will need to
substitute your own values for the IP address and path, which are given as
examples.

Storing Configuration Files Using the Command Line Interface or the
Web Browser Interface

To store a configuration file created using the command line interface, type write at

the Config> prompt. When using the Web browser interface, select Write . The Write
command creates a binary configuration file that contains the most current value of

each of the configuration parameters.

This file is stored in the ACTIVE bank and is given PENDING status. If the status of
the file is not changed by a Set command, it becomes the ACTIVE configuration
when the IBM MSS Family Client is reset.

Changing the Statuses of Files

These are the ways to change the statuses of image and configuration files:

* You can cause the IBM MSS Family Client to perform a reset by using the Send
command from the Communications Option of the Configuration Program. When
you do this, the file sent can arrive as a PENDING file or as an AVAIL file. If it is
a PENDING file, it becomes the ACTIVE configuration and the previously
ACTIVE file becomes AVAIL when the IBM MSS Family Client is reset.

If it is an AVAIL file, resetting the IBM MSS Family Client does not change its
status.

» Use the Set config (set config) commands from the Boot config> prompt
manually to change the status of any files except the ACTIVE files. If you set a
file to PENDING, it becomes ACTIVE and the ACTIVE file becomes AVAIL when
a reset is performed.
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» Use the Write command to store a configuration file that you have created using
the command line interface or the Web browser interface, it is stored with a
PENDING status.

» If you copy a file from one location to another, the file receives the status of the
file that was there before it and that it overwrites. For example, copying a file with
the status of AVAIL over a file that has the status of PENDING, the new file will
keep the status of the original file, which is PENDING.

Using the Configuration Program to Manage the Configuration Files

For optimal configuration management, it is recommended that you use the
Configuration Program and its configuration database to manage all IBM MSS
Family Client configuration files.

The design of change management facilitates good control of the configuration files.
Keeping the ACTIVE file and the file that is stored in the configuration database the
same assures that a copy of the ACTIVE file is always available.

Use the Send option to send a new configuration to the IBM MSS Family Client, the
new configuration is written to the ACTIVE bank and overwrites the file located in
the position just below the currently ACTIVE configuration. The new configuration is
PENDING if a time is set for a reset. If the configuration file is sent without a
specified time for the reset to occur, it gets AVAIL status.

For example, suppose that CONFIG 2 is ACTIVE. The new configuration file is
written to CONFIG 3. It has a status of PENDING if a reset time is associated with
it; if not, it has a status of AVAIL.

If the file has a status of PENDING, CONFIG 2 becomes AVAIL and CONFIG 3
becomes ACTIVE when a reset occurs. The next file that is sent from the
Configuration Program will be placed in CONFIG 4. If a reset time is associated
with the file, it will have the PENDING status and will become ACTIVE when the
next reset occurs. If another file is then sent, it is placed in CONFIG 1 because the
currently ACTIVE file is now in CONFIG 4. This arrangement results in a circular
queue.

If the downloaded file has a status of AVAIL, a reset does not change its status. If
another file is sent down, it overwrites that file because the ACTIVE file has not
changed and the newly downloaded file always occupies the location just behind
the ACTIVE file.

Using the Set Commands

See L'Set” on page 111l for information about the set command.

Other Change Management Functions

These are the other change management commands:
* Describe load images

» Describe config images

» Disable dumping

* Enable dumping

* Erase files
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Describe

See [Describe” an page 109 for information about the Describe function.

Disable Dumping

The MSS Family Client can be setup to dump the contents of memory to permanent
storage in the unlikely event of a complete system failure. Only enable the dumping
feature when directed by IBM Service. The default mode for dumping is disabled. If
dumping is enabled, using this selection will cause the MSS Family Client not to
dump to permanent storage.

To disable dumping, type t 6 at the *, press Enter and then type disable dump or
dis du at the Config> prompt. You will see the message:

Config> Automatic memory dump disabled
Enable Dumping
Note: Only enable dumping when directed by an IBM service representative.

This command enables the dumping of memory in the event that the MSS Family
Client has a catastrophic error. When enabling dumping, the system’s state is
frozen so you can retrieve the memory dump using tftp to a permanent storage
device. Retreiving the dump file requires operator intervention and the system will
remain frozen until this action is performed or the LAN switch is reset.

The system memory dump must be retreived through a restricted diagnostics menu
of the LAN Switch console. IBM Service will provide special instructions for
accessing this menu, if needed.

To enable dumping, type t 6 at the *, press Enter and then type enable dump or
ena du at the Config> prompt. You will see the message:

Config> Automatic memory dump enabled

The default state is to have dumping enabled.

Erase Files

See [Erase” on page 109 for information about the erase command.

Using the Copy Command

The Copy command moves a file from one location in the storage area to another.
This command allows you to change the status as well. The file moved always
receives the status of the storage area that it is moved to. For example, suppose
that you have this scenario:

* The configuration file in BANK F CONFIG 1 is AVAIL. The configuration file in
BANK F CONFIG 2 is PENDING.

* You copy the configuration in BANK F CONFIG 1 to BANK F CONFIG 2.
In this case, the original configuration file in BANK F CONFIG 1 remains unchanged
and AVAIL. The configuration that was in BANK F CONFIG 2 is overwritten by a

copy of the configuration file that is in BANK F CONFIG 1. This copy retains the
status of the file that it overwrote, in this case, PENDING.
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See [Caopy” an page 109 for additional information about the copy command.

Using the Lock Command

The lock command prevents the client from overwriting the selected configuration
with any other configuration.

See lLock” an page 110 for additional information about the lock command.

Using the Unlock Command

The unlock command removes the lock from a configuration allowing the
configuration to be updated.

See lUnlack” on page 114 for additional information about the unlock command.
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The MSS Family Client provide a World Wide Web interface to monitor and
configure the product. The Web browser interface performs all of the functionality of
the command line interface, but in a graphical, more user-friendly manner.

Connecting to the World Wide Web Interface

Use any web browser that supports HyperText Markup Language (HTML) tables
and clickable images. Examples of browsers that support this feature are
WebExplorer Version 1.03 or higher, Netscape Navigator Version 1.1N or higher,
and Mosaic Version 2.1.1 or higher.

Access the MSS Family Client using the Web interface through any connection on
an MSS Family Client that has been configured and is operational in the network.
To use this connection, provide the browser with the IP address of any interface in
the LAN switch. Use any web browser that supports HyperText Markup Language
(HTML) tables and clickable images. Examples of browsers that support this feature
are WebExplorer Version 1.03 or higher, Netscape Navigator Version 1.1N or
higher, and Mosaic Version 2.1.1 or higher.

To access the Home Page of the IBM MSS Family Client, point your browser to the
Universal Resource Locator (URL) http://<machine>/, where <machine> is either
the name or one of the configured IP addresses of the IBM MSS Family Client.

You will be shown the Home Page that is described in the next section.

Note: Before using the Web browser, the IBM MSS Family Client must have been
configured with an IP address.

Use this source IP address to identify the workstation:
10.1.1.x

The letter x stands for any value.

Rules for Using the Web Interface

When configuring using the Web browser interface, observe the following
guidelines:

* Many configuration options require you to enter data on two or more Web pages
(or forms). If you fill in and submit the first form in a series, be sure to complete
the remaining forms. If you do not fill in and submit all the forms, the
configuration parameter could be left in an unknown state.

* More than one person should not perform configuration at the same time. They
can interfere with one another. For example, one person could delete an
interface while the other person is in the middle of configuring a protocol on that
interface.

» Disable the caching feature of the browser. If you do not do this, the browser
may pull a page out of memory instead of going to the IBM MSS Family Client to
get the latest information. The browser will display old data. This problem is more
likely to occur when you use the Back button on the browser.

* Do not use your web browser’s reload, back, or forward navigation buttons when
using the Web browser interface. Using these buttons could cause problems
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during configuration. Instead, use the command history list or any of the
navigation buttons on the web pages themselves.

Home Page Structure

Figure fid shows the IBM MSS Family Client Home Page.

IBM Nways
MSS Client Home Page

I

s
b

I

Seral Mumber: 00000000
Huost Maime: johofed
Location: MiA

Contact Person: MIA

Howr to Use This Web Jite
Configuration and Console
Diagnostcs

Wital Product Drata

Help Senver Location Configuration

L B B BN B

-

Figure 19. IBM MSS Family Client Home Page

This Home Page provides a graphic that shows the status of the IBM MSS Family
Client. It indicates the current network interfaces installed and shows the status of
each port (for example, installed, enabled, or disabled). The current state of each
LED is also shown. If the Web browser supports dynamic refresh, then this page
will automatically refresh itself approximately every 80 seconds. If you click any of
these ports or interfaces, a more detailed description of its status will be shown on
a separate Web page.

Click How to use this Web Site for instructions about using this site.

Click Configuration and Console to bring up the menu shown in Figure m

Click Diagnostics to bring up the menu shown in Figure Eigure 21 on page 63.
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Click Vital Product Data for information about the hardware and operational
software. This panel, which is usually used for diagnostics, is not displayed here.

Click Help Server Location Configuration  to set the path for the optional Help
Server. You will need to set this path if you want to use the optional help files for
the Web Browser interface.

Configuration and Console

Event Logmng Syatem
Cperator Console

G arewray Confiauration
Guick Confiouration
Mermory Statistics

BEeload G ateway
Stame

Figure 20. Configuration and Console Page 1

Figure 21. Diagnostic Menu
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Configuration and Console Menu

This menu can lead you into various aspects of configuration. To start with quick
configuration, click Quick Configuration . Figure B3 shows the quick configuration
menu. See Quick Configuration Using the Webh Browser Interface” on page 68 for
information about quick configuration and guided configuration.

Figure 22. Configuration and Console Page 2

Event Logging System

One of the links on the Configuration and Console page 1 is to the Event Logging
System (ELS). The ELS display is similar to the one provided on the command line
interface. On the Web interface, going into the ELS will display the most recent
events stored in the system memory. In order to get future updates, press the
Reload button on your browser. For more details about the ELS message facility,
refer to the Event Logging System Messages Guide.
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Operator Console

The console monitoring interface provides real-time status information very similar
to that offered in the command line interface. The menus from the command line
interface are presented as a hierarchy of Web links that can easily be traversed
with the click of a mouse button. It is possible to jump back several levels in the
hierarchy with a single push of a button.

Device Configuration

Important: Exercise caution when using the Web browser to change configuration
parameters. Changes to the configuration that are made using the Web
browser are written directly to static random access memory (SRAM).
You can make unintentional configuration changes that do not take
effect until you reset the IBM MSS Family Client. To check that you
have the correct parameters, look over the settings for any parameters
that you have configured before submitting them.

The Web interface greatly simplifies the configuration of network and protocol
parameters. In many cases where it is necessary to remember the individual
network numbers on the command line interface, those options are now all
presented as menu options on the Web. Also, the Web interface uses the graphical
features available to it, such as pick lists, selection lists, radio buttons, and check
boxes.

If a particular configuration option needs to prompt you for answers to several
guestions, those questions are now presented on a single Web page. After all of the
questions are filled in, you should press the Submit button to send the data back to
the IBM MSS Family Client for validation.

The hierarchy of the Web browser interface is very similar to that of the command
line interface.

History Function

The Web Configurator uses a selection list and a Return to button to provide an
advanced history function. Depending upon your choice of HTML browser, a pick
list, choice box or pull-down list box will be displayed. This list of selections contains
the names of the pages visited under the current branch of the software structure.
To return to a previously visited page within the current command pathway, select
that entry from the list and click the Return To button.

Help System for the Web Browser Interface

Optional, free-of-charge, help files for the Web Browser interface can be
downloaded from the Web. Use of the help button located at the bottom of Web
Browser configuration panels requires the installation of these help files.

For download instructions and additional information about the help files, point your
browser to URL http://www.networking.ibm.com/nes/neshome.html.
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Quick Configuration Using the Web Browser Interface

Note: This section is most helpful when it is used while you are viewing the IBM
MSS Family Client Web interface.

Quick Configuration for the IBM MSS Family Client using the Web interface is
divided into the following steps:

* Guided configuration

* Devices

» Bridging - For Token-Ring LAN switches only
* IP

« IPX

* LAN Emulation (MSS Client only)

Guided Configuration

Devices

Bridging

To view the individual steps that are required for quick configuration, select Guided
Configuration from the menu on Configuration and Console page 2, shown in
Eigure 22 on page 64. On each step, you will be presented with a link that allows
you to skip to the next step. When you submit the form for a step, the results page
will contain a link that takes you to the next step in the guided configuration. The
results page in the last step of the guided configuration contains a link to take you
back to the home page.

If you complete the guided configuration, you will have been through every step of a
quick configuration. If you want to change only certain aspects of a quick
configuration, use each of the separate steps. For example, to change only LAN
emulation parameters, select that step.

Selecting Devices presents a list of the currently configured devices, which are the
ATM, Ethernet, or Token-Ring devices. Select an interface and click on the Submit
button to add the device using the next available network and slot numbers, for
example. A Submit button is included on the results page if there is still room to
add more devices. A Submit will not be included on the results page once all the
available slots have been filled, so it is impossible to attempt to add too many
devices.

Selecting Bridging presents a form that allows bridging to be configured on each
network interface that can support bridging.

Selecting IP presents a form that allows IP to be configured on each network
interface. For each interface, enable IP by selecting the associated check box.
When enabling IP, provide an IP address and mask using the dotted decimal
format. The IP address and the subnet mask are the only parameters required to
enable IP on an ELAN.
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When enabling IP on an ATM device, you are actually configuring Classical IP (RFC
1577). In this case, select a radio button to choose between a client-only
configuration or a client and server configuration. If you select client-only, specify
the 20-byte ATM address of the remote ARP server that the client will use. If you
select client and server, specify the selector. The burned-in ESI and the specified
selector make up the portion of the ATM address that can be configured.

Note: For quick configuration, the burned-in ESI is the only choice. You are
required to set the selector.

When the form is submitted by clicking on the Submit button, IP is configured
according to the submitted data and the results are displayed on a new page.

IPX

Selecting IPX presents a form that allows IPX to be configured on each network
interface that can support IPX. Each eligible interface can be enabled for IPX by
selecting the associated check box. If you enable IPX, configure a network number
and select the encapsulation type to be used by choosing the appropriate value
from the select list presented for each interface.

When you submit the form by clicking the Submit button, IPX is configured
according to the submitted data and the results are displayed on a new page.

An Example of Quick Configuration Using the Web Browser Interface

The following procedure shows how to use Quick Configuration to configure LAN
emulation using the Web Browser interface:

1. Open the following URL: http://10.1.1.2/
2. From the MSS home page, click Configuration and Console
3. From Configuration and Console click Quick Configuration
a. Click LAN Emulation .
Change ELAN names if desired, and then click Submit .

LEC is now configured for one Token-Ring and one Ethernet ELAN. Either
or both ELANs can be omitted if desired.

Select Quick Configuration from the Command History and click Return
to.

b. Click IP.

Enable IP on the desired interfaces. IP must be enabled on at least one
interface.

Change the IP addresses and masks to appropriate values for your network.
Click Submit .
IP is now configured on the specified interfaces.
Click the home icon at the bottom of the screen.
4. From the MSS home page, click Configuration and Console

From Configuration and Console click Router Configuration

Click RELOAD.

Select Yes and click the Submit button to restart the IBM MSS Family Client.

The IBM MSS Family Client will now be accessible from the network using the IP
addresses that were specified in step Bd.
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Chapter 6. The OPCON Process and Commands

This chapter describes the OPCON interface configuration and operational
commands. It includes the following sections:

o MWhbat is the OPCON Praocess?1

+ IAccessing the OPCON Pracess]]

What is the OPCON Process?

The Operator Console process (OPCON) is the root-level process of the router
software user interface. The main function of OPCON is to communicate with
processes at the secondary level, such as Configuration, Console, and Event
Logging. Using OPCON commands, you may also:

» Display information about device memory usage

* Reload the device software (reboot)

» Telnet or ping to other routers or hosts

» Display status information about all router processes
* Manipulate the output from a process

* Change the OPCON intercept character

* Return to the Base LAN Switch console

Accessing the OPCON Process

When the router starts for the first time, a boot message appears on the console.
Then the OPCON prompt (*) appears on the console, indicating that the OPCON
process is active and ready to accept commands.

The OPCON process allows you to configure, change, and monitor all of the
router’s operating parameters. While in the OPCON process, the router is
forwarding data traffic. When the router is booted and enters OPCON, a copyright
logo and an asterisk (*) prompt appears on the locally attached console terminal.
This is the OPCON (OPerator’'s CONsole) prompt, the main user interface that
allows access to second-level processes.

Some changes to the router’s operating parameters made while in OPCON take
effect immediately without requiring reinitializing of the router. If the changes do not
take effect, use the reload command at the * prompt.

At the * prompt, an extensive set of commands enables you to check the status of
various internal software processes, monitor the performance of the router’s
interfaces and packet forwarders, and configure various operational parameters.

OPCON Commands

This section describes the OPCON commands. Commands that are needed more
often appear before the “- - - - - " separator. Each command includes a description,
syntax requirements, and an example. The OPCON commands are summarized in
Table 5 on page 7d. To use them, access the OPCON process and enter the
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appropriate command at the OPCON prompt (*).

Table 5. OPCON Commands

Command
? (Help)

Configuration*
Console*
Event Logging
System*

ELS Console*
Logout

Ping

Reload

Telnet

Divert
Flush
Halt
Intercept
Memory
Return

Status
Talk

options for specific commands (if available). See LGetting Help” on pagd
7%

Function
Displays all the commands available for this command level or lists the

Accesses the device’s configuration process. (talk 6)
Accesses the device’s console process. (talk 5)
Accesses the device’s event logging process. (talk 2)

Accesses the device’'s secondary ELS Console process. (talk 7)
Logs off a remote console.

Pings a specified IP address.

Reloads the device.

Connects to another device.

Displays device status and the contents of the hardware test log and the
hardware error log.

Sends the output from a process to a console or other terminal.
Discards the output from a process.

Suspends the output from a process.

Sets the OPCON default intercept character.

Reports the router's memory usage.

Returns to the LAN switch console when you are configuring through
the LAN switch.

Shows information about all router processes.

Connects to another router process and enables the use of its
commands.

*. When you use this command for the first time, you will be reminded that you can
use Ctrl-P to return to the MOS Operator Console prompt (*).

Use the configuration command to access the device’s configuration process (talk

6). See f‘(‘hapmr 7Z_The CONFIG Process ((‘OI\IFI(-‘. - Talk 6) and Commands” or

for more information.

Syntax:

configuration

Example:

* configuration

(To return to the MOS Operator Console prompt (*), press Control-P)

Gateway user configuration

Config>

Use the console command to access the device’'s console and monitoring process

(talk 5). See IChapter 10_The Operating/Monitaring Pracess (GWCON - Talk 5

and Commands” on page 117 for more information.



Diags

Divert

Syntax:

console

Example:
* console

CGW Operator Console

+

Use the diags command to display the Diagnostic Main Menu. The diagnostic
menus allow you to enable, disable and test hardware adapters or ports. Diagnostic
menus have on-screen help for the various options and status information that is
available.

You can use the “b” (back) key to return to any previous menu. Use the “e” (exit)
key to exit the diagnostics and return to the OPCON command prompt.

Syntax:

diags

Use the divert command to send the output from a specified process to a specified
terminal. This command allows you to divert the output of several processes to the
same terminal to simultaneously view the output. The divert command is commonly
used to redirect MONITR output messages to a specific terminal. The router allows
only certain processes to be redirected.

The divert command requires the PID and tty# (number of the output terminal). To
obtain these values, use the OPCON status command. The terminal number can
be the number of either the local console (tty0) or one of the remote consoles (ttyl,
tty2). The following example shows Event Logging System messages generated by
the MONITR process (2) being sent to a remote console tty1 (1).

Event messages are displayed immediately even though you may be in the middle
of typing a command. The display and keyboard have separate buffers to prevent
command confusion. The following example shows the MONITR process connected
to TTYO after executing the divert 2 0 command. If you want to stop the output,
enter halt 2. The halt command is described in LHalt”

Syntax:
divert pid tty#
Example:
* divert 2 0
* status
Pid Name Status TTY Comments
1 COpCon IDL TTYO
2 Monitr IDL TTYO
3 Tasker RDY --
4 MOSDBG DET --
5 CGWCon DET --
6 Config DET --
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Els

Event

Flush

ELSCon DET --

ROpCon IDL TTY1

ROpCon RDY TTY2 j19@128.185.40.40
0  WEBCon IDL --

=0 o0~

Use the els command to access the device’s secondary ELS console process,
talk 7). See I‘Am‘peqing the Qprnndary El S Caonsole Process Fl SCon (Talk 7)’|
for more information.

Syntax:

els

Use the event command to access the device’s event logging process, (talk 2).

See [Chapter 12 Using the Fvent | ogging System (F1 S)” on page 137 for more

information.

Syntax:

e_vent

Use the flush command to clear the output buffers of a process. This command is
generally used before displaying the contents of the MONITR’s FIFO buffer to
prevent messages from scrolling off the screen. Accumulated messages are
discarded.

The router allows only certain processes to be flushed. To obtain the pid and tty#,
use the OPCON status command. In the following example, after executing the
flush 2 command, the output of the MONITR process is sent to the Sink (it has
been flushed).

Syntax:

flush pid
Example:

* flush 2

* status

Pid Name Status TTY Comments

1 COpCon IDL TTYO

2 Monitr IDL Sink

3 Tasker RDY --

4 MOSDBG DET --

5 CGWCon DET --

6 Config DET --

7 ELSCon DET --

8  ROpCon IDL  TTY1

9 ROpCon RDY TTY2 j1g@128.185.40.40
10 WEBCon IDL --

*
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Halt

Intercept

Logout

Use the halt command to suspend all subsequent output from a specified process
until the divert, flush , or talk OPCON command is issued to the process. The
router cannot redirect all processes. Halt is the default state for output from a
process. To obtain the PID for this command, use the OPCON status command. In
the following example, after executing the halt 2 command, the MONITR process is
no longer connected to TTYO. Event messages no longer appear.

Syntax:

halt pid
Example:

* halt 2

* status

Pid Name Status TTY Comments

1 COpCon IDL TTYO

2 Monitr IDL --

3 Tasker RDY --

4 MOSDBG DET --

5 CGWCon DET --

6 Config DET --

7 ELSCon DET --

8  ROpCon  IDL  TTY1

9 ROpCon RDY TTY2 j1g@128.185.40.40
10 WEBCon IDL --

Use the intercept command to change the OPCON intercept character. The
intercept character is what you enter from other processes to get back to the
OPCON process. The default intercept key combination is Ctrl-P .

The intercept character must be a control character. Enter the ~ (shift 6) character
followed by the letter character you want for the intercept character.

Syntax:

intercept " character

Example:

* intercept "a

From this example, the intercept character is now Ctrl-A.

Use the logout command to terminate the current session for the user who enters
the logout command. If the console login is enabled, this command will require the
next user to log in using an authorized userid/password combination. If the console
login is not enabled, the OPCON prompt appears again.

Syntax:

logout
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Use the memory command to obtain and display information about the router’s
global heap memory usage. The display helps you to determine if the router is
being utilized efficiently. For an example of memory utilization, see

See Memory” on page 124 for memory usage via talk 5.

Syntax:

memory

Example:

* memory
Number of bytes: Busy = 319544, Idle = 1936, Free = 1592

Busy Specifies the number of bytes currently allocated.

Idle Specifies the number of bytes previously allocated but freed and available
for reuse.

Free  Specifies the number of bytes that were never allocated from the initial free
storage area.

Note: The sum of the Idle and Free memory equals the total available heap

memory.
Free=1128

Free=1393515 Free=103068 | = |-----mmmmmmmoo-

---------------- Id1e=103068
——————————————— <«ater Id1e=1128
Id1e=1128 Mark
Busy=103068 Busy=1393515 Busy=1393515
Under-Utilized Properly Utilized Over-Utilized

Figure 23. Memory Utilization

Use the ping command to have the router send ICMP Echo messages to a given
destination (that is, “pinging”) and watch for a response. This command can be
used to isolate trouble in the internetwork.

Syntax:

ping dest-addr [src-addr data-size ttl rate tos data-value]

The ping process is done continuously, incrementing the ICMP sequence number
with each additional packet. Each matching received ICMP Echo response is
reported with its sequence number and the round-trip time. The granularity (time
resolution) of the round-trip time calculation is usually around 20 milliseconds,
depending on the platform.
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Reload

To stop the ping process, type any character at the console. At that time, a
summary of packet loss, round-trip time, and number of unreachable ICMP
destinations will be displayed.

When a broadcast or multicast address is given as destination, there may be
multiple responses printed for each packet sent, one for each group member. Each
returned response is displayed with the source address of the responder.

You can specify the size of the ping (number of data bytes in the ICMP message,
excluding the ICMP header), value of the data, time-to-live (TTL) value, rate of
pinging, and TOS bits to set. You can also specify the source IP address. If you do
not specify the source IP address, the router uses its local address on the outgoing
interface to the specified destination. If you are validating connectivity from any of
the router’s other interfaces to the destination, enter the IP address for that
interface as the source address.

Only the destination parameter is required; all other parameters are optional. By
default the size is 56 bytes, the TTL is 64, the rate is 1 ping per second, and the
TOS setting is 0. The first 4 bytes of the ICMP data are used for a timestamp. By
default the remaining data is a series of bytes with values that are incremented by
1, starting at X'04', and rolling over from X'FF' to X'00" (for example, X'04 05 06 07 .
.. FC FD FE FF 00 01 02 03 . . ."). These values are incremented only when the
default is used; if the data byte value is specified, all of the ICMP data (except for
the first 4 bytes) is set to that value and that value is not incremented. For example,
if you set the data byte value to X'FF', the ICMP data is a series of bytes with the
value X'FF FF FF . . ..

Example:

* ping

Destination IP address [0.0.0.0]? 192.9.200.1

Source IP address [192.9.200.77]7

Ping data size in bytes [56]?

Ping TTL [64]?

Ping rate in seconds [1]?

Ping TOS (00-FF) [0]? €0

Ping data byte value (00-FF) [ ]?

PING 192.9.200.77-> 192.9.200.1:56 data bytes,tt1=64,every 1 sec.
56 data bytes from 192.9.200.1:icmp_seq=0.tt1=255.time=0.ms
56 data bytes from 192.9.200.1:icmp_seq=1.tt1=255.time=0.ms
56 data bytes from 192.9.200.1:icmp_seq=2.tt1=255.time=0.ms

----192.9.200.1 PING Statistics----
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max=0/0/0 ms

Use the reload command to reboot the router by loading in a new copy of the
router software. When you use this command from a remote console, you install a
new software load without going to the router. This command executes the same
functions as pressing the reset button except that the router will not dump (if so
configured). Before the reload takes effect, you are prompted to confirm the reload.
You are also prompted if you have not saved the configuration changes.

Syntax:

reload

Example:
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* reload
Are you sure you want to reload the gateway (Yes or No)?

Return
Use the return command to return to the LAN switch interface when accessing the
MSS Family Client through the LAN switch.
Note: If you use Ctrl-B instead of return when attached through a Telnet session,
the Telnet session will end.
Syntax:
return
Status

Use the status command to display information about all router processes. By
entering the PID after the status command, you can look at the status of only the
desired process. The following example shows the total status display.

Syntax:

status pid
Example:

* status

Pid Name Status TTY Comments

1 COpCon  IDL  TTYO

2 Monitr IDL --

3 Tasker RDY --

4 MOSDBG DET --

5 CGWCon I0W --

6 Config oW TTY1

7 ELSCon DET --

8 ROpCon oW TTY1 128.185.46.101
9 ROpCon RDY TTY2 128.185.46.104
10 WEBCon IDL --

Pid Specifies the PID. This is the process to talk to from OPCON, or it can be
an argument to the STATUS command to request status information about
a specific process.

Name Specifies the process name. It usually corresponds to the name of the
program that is running in the process.

Status
Specifies one of the following:

IDL Specifies that the process is idle and waiting for completion of
some external event, such as asynchronous 1/0.

RDY  Specifies that the process is ready to run and is waiting to use the
CPU.

IOW  Specifies that the process is waiting for synchronous /O, usually its
expected standard input, to complete.

DET  Specifies that the process has output ready to be displayed and it is
either waiting to be attached to a display console or waiting to have
its output diverted to a specified console.
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Telnet

FZN  Specifies that the process is frozen due to an error. This usually
means the process is trying to use a device which is faulty or
incorrectly configured.

TTYn Specifies the output terminal, if any, to which the process is currently
connected.

TTYO Local console

TTY1or TTY2
Telnet consoles.

Sink Process has been flushed.

Two dashes (--)
Process has been halted.

Comments
Specifies the user’s login IP address provided during login when a user is
logged in using Telnet (ROpCon).

You can use the configuration , console , or event comands to connect to other
processes, such as CONFIG, GWCON, or MONITR, or use the talk command.
After connecting to a new process, you can send specific commands to and receive
output from that process. You cannot talk to the TASKER or OPCON processes.

To obtain the PID, use the OPCON status command. Once you are connected to
the second-level process, such as CONFIG, use the intercept character, Ctrl-P, to
return to the * prompt.

Syntax:
talk pid

Example:
* talk 5

CGW Operator Console

+

When using third-level processes, such as SNMP Config> or SNMP>, use the exit
command to return to the second level.

Use the telnet command to remotely attach to another router or to a remote host.
The only optional parameter is the terminal type that you want to emulate.

You can use the telnet command with IPv4 or with IPv6 addresses.

A router has a maximum of five Telnet sessions: two servers (inbound to the router),
and three clients (outbound from the router).

Note: To use Telnet in a pure bridging environment, enable Host Services.

Syntax:
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telnet ip-address terminal-type

Example 1. telnet 128.185.10.30 or telnet 128.185.10.30 23 or telnet
128.185.10.30 vt100

Trying 128.185.10.30 ...
Connected to 128.185.10.30
Escape character is ']’

When telneting to a non-existent IP address, the router displays:
Trying 128.185.10.30

To enter the Telnet command mode, type the escape character-sequence, which is
Ctrl-], at any prompt.
telnet>

If you Telnet into a router,
* Press ¢« Backspace to delete the last character typed on the command line.

Note: When using a VT100 terminal, do not press ¢« Backspace because it
inserts invisible characters. Press Delete to delete the last character.

* Press Ctrl-U at the telnet> prompt to delete the whole command line entry so
that you can reenter a command.

The Telnet command mode consists of the following subcommands:

close Close current connection

display
Display operating parameters

mode Try to enter line-by-line or character-at-a-time mode

open Connect to a site

quit Exit Telnet

send Transmit special characters ('send ?’ for more)

set Set operating parameters ('set ?’ for more)

status Print status information

toggle Toggle operating parameters ('toggle ?’ for more)
Suspend Telnet

? Print help information

The status and send subcommands have one of two responses depending on
whether or not the user is connected to another host. For example:

Connected to a host:

telnet> status
Connected to 128.185.10.30 Operating in character-at-a-time mode. Escape character is *].

telnet> send ayt

Note: The send command currently supports only ayt.
Not connected to a host:
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telnet> status
Need to be connected first.

telnet> send ayt

Need to be connected first.
Use the close subcommand to close a connection to a remote host and terminate

the Telnet session. Use the quit subcommand to exit the telnet command mode,
close a connection, and terminate a Telnet session.

telnet> close

or
telnet> quit

Togout
*
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Chapter 7. The CONFIG Process (CONFIG - Talk 6) and
Commands

This chapter describes the CONFIG process configuration and operational
commands. It includes the following sections:

What is CONFIG?

The Configuration process (CONFIG) is a second-level process of the router user
interface. Using CONFIG commands, you can:

» Set or change various configuration parameters

* Add or delete an interface to the hardware configuration

» Enter the Boot CONFIG command mode

* Enter the Quick Configuration mode

* Clear, list, or update configuration information

* Enable or disable console login

* Communicate with third-level processes, including protocol environments

CONFIG lets you display or change the configuration information stored in the
router’s nonvolatile configuration memory. Changes to system and protocol
parameters do not take effect until you reload the router software. (For more
information, refer to the OPCON reload command in [\\hat is the QPCON

Note: You must enter the write command to save the changes in the device’s flash
memory.

The CONFIG command interface is made up of levels that are called modes. Each
mode has its own prompt. For example, the prompt for the SNMP protocol is
SNMP config>.

If you want to know the process and mode you are communicating with, press
Enter to display the prompt. Some commands in this chapter, such as the network
and protocol commands, allow you to access and exit the various levels in
CONFIG. See [Iahle 6 on page 88§ for a list of the commands you can issue from
the CONFIG process.

Config-Only Mode

Config-Only mode is entered if the configuration file that you are using is empty or
no protocols are configured. Config-Only mode can also be entered manually to
recover from an invalid configuration that is causing the router to crash during
start-up.
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Using the CONFIG Process
Automatic Entry Into Config-Only Mode

Config-Only mode is entered if the router detects a problem during operation or
during router initialization.

The following conditions cause the router to enter Config-Only mode:

* The software load does not match the device configuration. Specifically, an
attempt is made to configure a device or data link that is not supported by the
software load.

¢ Deletion of all router interface information.

If the router enters Config-Only mode because an unsupported device is configured:

* Change the device information to match the hardware installed in (and supported
by) the router, or change the unsupported device to “null device”.

* Enter the Reload command from the Config (only)> prompt.
* The router will automatically enter OPCON (*).

Manual Entry Into Config-Only Mode

To enter Config-Only mode, do one of the following:
* Reload the router with no configuration.

* Reload the router with no interfaces configured.

* Reload the router with no protocols configured.

See [Chapter 3_Using MSS Family Client Firmware” on page 39 for more

information.

Quick Configuration

Quick Configuration (Quick Config) provides a minimal set of commands that allow
you to configure bridging protocols and routing protocols present in the router load.
You can also configure an SNMP community with WRITE_READ_TRAP access.
This is useful during initial setup because the configuration program uses SNMP
SET commands to transfer the configuration.

Important: At least one network device must be configured before using quick
config. To add a device, use the add device command at the
config(only)> or config> prompt.

Quick Config complements the existing configuration process by offering a shortcut.
This shortcut allows you to configure the minimum number of parameters for these
bridging protocols and routing protocols without having to exit and enter the
different configuration processes. The other parameters are set to selected defaults.

Situations that call for the router to be quickly configured are:

» Blank or corrupted configuration memory, such as when one of the following
situations occurs:

— The router is configured for the first time.
— Voltage fluctuations caused corruption of configuration memory.

» Demonstration purposes, for which the router needs to be quickly configured to
demonstrate its capabilities.
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* Bench-marking tests to get the tests going without having to learn the router’s
operating system commands.

Quick Config operates as follows:
* It asks a series of questions with default values.

» It offers a short-cut to the detailed configuration of the normal mode command
set.

Quick Config sets a number of default parameters based upon how you answer the
configuration questions. What cannot be configured with Quick Config can be
configured using Config after exiting Quick Config.

You cannot delete Quick Config information from within Quick Config. However, you
can correct information either by exiting and returning to Quick Config, or by
entering the reload command as a response to some Quick Config questions.

For complete information on using the Quick Config software, see m

Manual Entry Into Quick Config Mode

You might want to run Quick Config manually to demonstrate the router’s
capabilities or to reconfigure dynamically to perform benchmark tests without having
to learn the router’s operating system commands.

To enter Quick Config, type qconfig at the Config> prompt.
Exiting from Quick Config Mode

To exit Quick Config, restart by entering r from any prompt. Follow the queries until
you enter no and then enter q to quit. The router returns to either the Config
(only)> or the Config> prompt.

Configuring User Access

The router configuration process allows for a maximum of 50 user names,
passwords, and levels of permission. Each user needs to be assigned a password
and level of permission. There are three levels of permission: Administration,
Operation, and Monitoring.

For more information, see Bd.

Technical Support Access

If you are the system administrator, when you add a new user for the first time, you
are asked if you want to add Technical Support access. If you answer yes,
Technical Support is granted the same access privileges that you have as system
administrator.

The password for this account is automatically selected by the software and is
known by your service representative. This password can be changed using the
change user command; however, if you do change the password, customer service
cannot provide remote support. For additional information on the use of the change

user command, see tChange” on page 90Q.
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Configuring Spare Interfaces

Occasionally, you may need to configure a new interface along with its routing
protocols without having to restart the device. You can accomplish this by
configuring a number of spare interfaces on your device. Spare interfaces are
useful if:

* You are adding ATM LAN Emulation clients.

Use spare interfaces to add Token-Ring or Ethernet ATM LAN Emulation clients
to an existing ATM interface.

» Adding router interfaces to new domains.

To configure a spare interface:
1. Access the CONFIG process by entering configuration

2. Configure the number of spare interfaces for the device using the set
spare-interfaces command.

3. Exit the CONFIG process by pressing Ctrl-P.
4. Reload the device.

Example:

* configuration

Config> set spare 2

Config>

*reload

Are you sure you want to reload the gateway? (Yes or [No]) yes

When the device reloads, the spare interfaces are installed as null devices.

To use one of the spare interfaces:
1. Access the CONFIG process by entering configuration

2. Configure the spare interface by using the net command to configure the
interface or add ATM LAN Emulation clients.

3. Configure the various protocols and features using the protocol and feature
commands.

4. Exit the CONFIG process by pressing Ctrl-P .
5. Access the GWCON process by entering console .
6. Bring the new interface online to the network using the activate command.

The following example shows how to configure and activate a new ATM LAN
Emulation Client on which the IP protocol is configured. The ATM LAN Emulation
Client and IP configurations are not shown.

* configuration

Config> net 0

ATM User Configuration

ATM Config> le-client

ATM LAN Emulation Clients Configuration
LE Client config> add token-ring

Added Emulated LAN as interface 6

LE Client config> config 6

ATM LAN Emulation Client configuration

(Here you would configure the ATM LAN Emulation Client)
Token Ring Forum Compliant LEC Config> exit

LE Client config> exit

ATM Config> exit

Config> protocol ip

IP Conifg>

gHere you would configure IP on the ATM LAN Emulation Client)
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IP Config> exit

Config> write

ctrl-p

* console

+ activate 6

Interface 6 activated successfully

Restrictions for Spare Interfaces

The activate command cannot be used to activate a new interface on the network
under the following conditions:

* You have already entered a delete interface command. The device must be
restarted if any interface has been deleted. You cannot delete a spare interface
(indicated by null in list displays).

* The spare interface is the only interface that enables a protocol or feature. The
protocol or feature must already be enabled on an existing interface before it can
be used by a spare interface.

* The new spare interface has a header size or trailer size greater than the sizes
for other interfaces.

* There is not enough memory to allocate receive buffers for the new interface.
* SRB is added on the spare interface.

In these cases, you must restart the device to bring the new interface or SRB
online.

Note: When using the configuration program, use the following to work with spare
interfaces:

1. Make the configuration changes for the spare interface on the device

2. Enter the activate command on the device to bring the spare interface,
protocols, and features online

3. Retrieve the configuration using the configuration program
4. Save the retrieved configuration into the configuration program database

There are requirements for certain functions. These are:

BGP Use the BGP reset neighbor command to activate new neighbors.
IPX Use the reset command to activate static routes, static services, and filter
lists on the spare interface.

Bridging + Bridging was not already active.
* NetBIOS filters are defined on the spare interface.

* The spare interface caused a change to the bridge personality or
behavior.

P Use the reset IP command to bring configuration changes online for
access-controls and packet-filters.

Resetting Interfaces

Occasionally, you might need to change the configuration of a network interface
along with its bridging and routing protocols without restarting the device. The reset
command allows you to disable a network interface and then enable it using new
interface, bridging and routing configuration parameters.
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The interface, protocols and features configuration parameters are changed using
the CONFIG process (talk 6) commands. The talk 6 commands affect the contents
of the configuration memory. The configuration changes are activated by issuing the
GWCON process (talk 5) reset command.

To reset an interface:

1. Access the CONFIG process (talk 6).

2. Use the net command and other commands to change configuration
parameters.

3. Use the protocol and feature commands to change the interface-based
configuration parameters.

4. Exit the CONFIG process by pressing Ctrl-P.

5. Access the GWCON process (talk 5).

6. Use the reset command to reset the interface and the protocols and features on
the interface.

Example:

* configuration

Config> net 0

ATM User Configuration

ATM Config> le-client

ATM LAN Emulation Clients Configuration
LE Client config> config 6

. change ATM LAN Emulation Client parameters . . .

Ethernet Forum Compliant LEC Config> exit
LE Client config> exit
ATM Config> exit

Config> protocol ipx
IPX Config>

. change IPX parameters on the ATM LAN Emulation Client . . .

IPX Config> exit

Config>

*console

+reset 6

Resetting net 6 Eth/1...successful

Note: When using the configuration program, do the following to make

configuration changes to existing interfaces:
1. Make the configuration changes for the interface on the device

2. Enter the reset command to reset interface, protocol and feature
parameters

3. Retrieve the configuration using the configuration program
4. Save the retrieved configuration into the configuration program database

Restrictions for Resetting Interfaces

The reset command cannot be used to reset a network interface if:

You have already entered a delete interface  command. The device must be
reloadedif any interface has been deleted.

You have configured a larger MTU.
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* You have configured a routing protocol or bridging on the interface, but that
routing protocol or bridging is not currently active in the device.

In these situations, you must reload the device to activate the configuration
changes.

You can change the configuration parameters of the following types of interfaces,
but you cannot activate the changes using the reset command:

« ATM
You must reload the device to activate these configuration changes.

You can change the configuration parameters of the following protocols and
features, but you cannot activate the changes using the reset command:

* AppleTalk
* Vines
* MARS

You must reload the device to activate these configuration changes.
There are also requirements for certain functions. They are:
Bridging + Bridging was not already active.

* NetBIOS filters are defined on the interface you are resetting.
* The reset interface caused a change to the bridge personality or

behavior.
BGP Use the BGP reset neighbor command to activate neighbor configuration
changes.
APPN Use the activate_new_config command to activate configuration changes.
IPX Use the IPX reset command to activate configuration changes for static

routes, static services, and filter-lists.

SNMP Use the SNMP revert command to activate configuration changes.

Entering and Exiting CONFIG

To enter the CONFIG process from OPCON and obtain the CONFIG prompt, enter
the configuration command. Alternatively, you can enter the OPCON talk
command and the PID for CONFIG. The PID for CONFIG is 6.

* configuration

or
* talk 6

The console displays the CONFIG prompt (Config>). If the prompt does not appear,
press the Enter key again.

To exit CONFIG and return to the OPCON prompt (*), enter the intercept character.
(The default is Ctrl-P .)
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CONFIG Commands

This section describes each of the CONFIG commands. Each command includes a
description, syntax requirements, and an example. The CONFIG commands are

summarized in

Fabled

After accessing the CONFIG environment, enter the configuration commands at the
Config> prompt.

Table 6. CONFIG Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists the
%tions for specific commands (if available). See [Getting Help” on pagd

Add Adds an interface to the router configuration, or a user to the router.

Boot Enters Boot CONFIG command mode.

Change Changes a user’s password or a user's parameter values associated with
this interface. Also changes a slot/port of an interface.

Clear Clears configuration information.

Delete Deletes an interface from the router configuration or deletes a configured
user.

Disable Disables command completion, login from a remote console, system
memory dumping and rebooting, or a specified interface.

Enable Enables command completion, login from a remote console, system
memory dumping and rebooting, or enables a specified interface.

Event Enters the Event Logging System configuration environment.

Feature Provides access to configuration commands for independent router
features outside the usual protocol and network interface configuration
processes.

List Displays system parameters, hardware configuration, a complete user list.

Network Enters the configuration environment of the specified network.

Patch Modifies the router’s global configuration.

Performance Provides a snapshot of the main processor utilization statistics.

Protocol Enters the command environment of the specified protocol.

Qconfig Initiates the Quick Config process.

Set Sets system-wide parameters for buffers, host name, inactivity timer,
packet size, prompt level, number of spare interfaces, location, and contact
person.

Time Keeps track of system time and displays it on the console.

Unpatch Restores patch variables to default values.

Write Writes the current configuration information to the nonvolatile memory.

Add

Use the add command to add an interface to the configuration, or user-access. This
command also recreates device records if the configuration is inadvertently lost.

Syntax:

add

device

user. ..

device device type additional-config-info
With the add device command, you must enter the interface device type
(device_type). You are prompted for additional configuration parameters.
This additional information varies by device and platform. Refer to
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hage 24 for additional information about device type and configuration
parameters.

Note: If you are adding more than one interface, the order in which you
add them is important because the router assigns a sequential
interface number to the device when it is added. This interface
number is an index number in the device list; it links the device with
other protocol configuration information, such as the IP addresses
associated with the device. (For more information, refer to the list
devices command, LList” an page 9d)

All device and protocol configuration information related to network
interfaces is stored by interface number. Any changes made to interface
numbers will invalidate much of the device configuration information in the
protocols.

Example:

add device atm

Device Slot x(0-3) 0?

Adding CHARM ATM Adapter device in slot 0 port 1 as interface x
(where x is the interface number assigned)

To determine which devices you can add, use the add devices ?
command.

user user_name
Gives a user access to the device. You can authorize up to 50 users to
access the device. Each user_name is eight characters and is
case-sensitive.

When the first user is added, console login is automatically enabled. Each
user added must be assigned one of the permission levels defined in

When users are added, set login authentication to local. Otherwise a
remote server must be used.

Table 7. Access Permission
Permission Level Description

Administrator (A) Displays configuration and user information,
adds/modifies/deletes configuration and user information.
The Administrator can access any router function.

Operator (O) Views router configuration, views statistics, runs potentially
disruptive tests, dynamically changes router operation, and
restarts the router. Operators cannot modify the permanent
router configuration. All actions can be undone with a
system restart.

Monitor (M) Views router configuration and statistics but cannot modify
or disrupt the operation of the router.

Tech Support Allows your service representative to gain access to the
router if a password is forgotten. Cannot be assigned to
users.

Note: To add a user, you must have administrative permission. You do not
have to reinitialize the router after adding a user.

Example:
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add user John
Enter password:
Enter password again:
Enter permission (A)dmin, (0)perations, (M)onitor [A]?
Do you want to add Technical Support access? (Yes or [No]):
Enter password
Specifies the access password for the user. Limited to 80

alphanumeric characters and is case-sensitive.

Enter password again
Confirms the access password for the user.

Enter perm|SS|on

Seecmes the permission level for the user: A, O, or M (see frable 4

Boot
Use the boot command to enter the Boot CONFIG command environment. For
Boot CONFIG information, see EChapter 8 Using ROQT Canfig to Perform Changd
Ma.nagemen.t_an_pagu.oﬂ
Syntax:
boot

Change

Use the change command to modify an interface in the configuration,change your
own password, or change user information.

Syntax:

change device . . .
user

Example:

MSS Client Config>change device

Device Interface #(0-8) [0]? 2

Device Domain #(0-15) [0]? 15

Changing Token Ring device interface #2 to domain 15

device device type
With the change device command you can:

* Change the slot of an existing interface. (Change slot x in interface
record n to y where slot y is unoccupied.)

* Replace the slot in an existing interface with the slot in another.
(Interface configuration for slot x will become interface configuration for
slot y. Interface records for slot y will be deleted.)

When the target slot is occupied:

1. If you select the “replace” option is selected, the interface configuration
for slot x will become the interface configuration for slot y. Interface
records for slot y will be deleted.

You cannot use the change device command on an ATM device.
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user

Use the clear command to delete the router’s configuration information from

MSS Client Config>list dev

Ifc @ ATM

Ifc 1 NHRP LANE Shortcut Interface
Ifc 2 Token Ring

Ifc 3 Token Ring

Ifc 4 Token Ring

Ifc 5 Token Ring

Ifc 6 ATM Token Ring LAN Emulation
Ifc 7 ATM Token Ring LAN Emulation
Ifc 8 ATM Virtual Net

MSS Client Config>cha dev

Device Interface #(0-8) [0]?

Device domain change not supported for ATM devices.

Modifies the user information that was previously configured with the add

user command.

Note: To change a user, you must have administrative permission.

Example:

change user

User name: []

Change password? (Yes or No)
Change permission? (Yes or [No])

nonvolatile configuration memory.

Attention:

Syntax:

clear

Use this command only after calling your service representative.

all

Slot: 1

Domain:
Domain:
Domain:
Domain:

ap2 (AppleTalk 2)

arp (ARP)

asrt (Adaptive Source Route Protocol)
atm (Asynchronous Transfer Mode)

bgp (Border Gateway Protocol)

boot

device

dn (DECnet)

els (Event Logging System Information)

hostname
ip (IP)

ipx (Novell IPX)

Inm

mcf

named-profiles

ospf (OSPF routing protocol)

prompt

snmp
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tcp/ip-host
time (Time of day information)

user

vines (Banyan VINES)

To clear a process from nonvolatile configuration memory, enter the clear command
and the process name. To clear all information from configuration memory, except
for device information, use the clear all command. To clear all information, including
the device information, use the clear all command and then the clear device
command.

The clear user command clears all user information except the router console login
information. This is left as enabled (if it was configured as enabled) even though the
default value is “disabled”.

Notes:

1. To clear user information, you must have administrative permission.

2. There may be other items in the list, depending upon what is included in the
software load.

Example: clear els
You are about to clear all Event Logging configuration information

Are you sure you want to do this (Yes or No):

Note: The previous message appears for any parameter configuration you are

clearing.
Delete
Use the delete command to remove an interface from the list of devices stored in
the configuration, or to remove a user. To use the delete command, you must have
administrative permission.
Syntax:
delete interface . . .
user . . .
interface [ intfc#]
To delete an interface, enter the interface or network number as part of the
command. (Only devices that were added with the add device command
can be deleted.) To obtain the interface number that the router assigns, use
the list device command.
The delete interface command deletes the device configuration and any
protocol information for that interface. However, the router will continue to
run the previous configuration until it is .
user user_name
Removes user access to the router for the specified user.
Disable

Use the disable command to disable command completion, login from a remote
console, system memory dumping, rebooting, or a specified interface.
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Syntax:
disable command-completion
console-login
interface . . .
reboot-system . . .
command-completion

Use the disable command-completion command to disable the automatic
command completion function. See L ion” for
a discussion of the automatic command completion function.

console-login
Disables the user from being prompted for a user ID and password on the
physical console. The default is disabled.

interface interface#
Causes the specified interface to be disabled after issuing the reload
command. The default is enabled.

reboot-system
Disables the rebooting of the system when a serious error occurs. This may
be desirable if the network service personnel wish to troubleshoot the error
on-line. System rebooting cannot be disabled unless memory dumping is
also disabled. If you attempt to disable system rebooting while memory
dumping is enabled, system rebooting is aborted and the following message
is displayed:

System reboot not disabled: memory dumping must be disabled first

Use the enable command to enable command completion, login from a remote
console, system memory dumping, rebooting, or a specified interface.
Syntax:
enable command-completion
console-login
interface . . .
reboot-system . . .
command-completion

Use the enable command-completion command to enable the automatic
command completion function, which assists with the command syntax. See

tCommand Completion” an page 33 for a discussion of the automatic

command completion function.

console-login
Enables the user to be prompted for a user ID and password on the
physical console. This is useful for security situations. If you do not
configure any administrative users and you enable this feature, the following
message appears:

Warning: Console login is disabled until an
administrative user is added.
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Attention: Before enabling console login, save the configuration with
console login disabled. If login authentication is set to a remote
server using Radius or Tacacs+ and the router is unable to
reach the authentication server, then access to the router is
denied. By disabling the console login, a lock-out situation is
prevented.

interface interface#

Causes the interface to be enabled after issuing the reload command.

modem-control [carrier-wait or ring-wait] [servicel or service2]

Sets up the router for login on the physical console, if the physical console
is connected to the router through a modem. Before using this command,
be sure to:

* Set your modem for auto-answer.
» Verify that the console baud rate is equal to the modem baud rate.

» Verify that the cable connecting the modem to the router is configured
correctly.

* Turn echo off by using the ATEO command.
* Run in quiet mode by using the ATQ1 command.

» Verify that any necessary jumpers are set. Refer to your router’s User’s
Guide more information.

The router automatically hangs up the modem when you log out. Also, if
your modem becomes disconnected from the router while you are using it,
the router logs you out.

Specify the service port for both the enable modem-control carrier-wait

and the enable modem-control ring-wait commands. For routers with two
service ports, also specify to which service port you connected the modem,
either servicel or service2 . To enable both service ports, enable them
separately.

Note: No console connection can be made with the router after enabling
modem control unless you clear all configuration and restart the
router.

You can tell the router to wait for the carrier-detect signal from the modem
before sending Request to Send. This is the standard method of modem
control.

You can tell the router to wait for the ring-indication signal before raising
Request to Send or Data Terminal Ready. This is provided for countries
requiring an earlier handshake.

Example:

Config> enable modem-control carrier-wait servicel

reboot-system

Enables the rebooting of the system when a serious error occurs.
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Use the event command to enter the Event Logging System (ELS) environment so
that you can define the messages that will appear on the console. Refer to

lChapter 12 Using the Event Logging System (ELS)" on page 137 for information

about ELS.

Syntax:

event

Use the feature command to access configuration commands for specific router
features outside of the protocol and network interface configuration processes.

Syntax:

feature [feature# or feature-short-name]

All IBM MSS Family Client features have commands that are executed by:

» Accessing the configuration process to initially configure and enable the feature,
as well as perform later configuration changes.

» Accessing the console process to monitor information about each feature, or
make temporary configuration changes.

The procedure for accessing these processes is the same for all features. The
following information describes the procedure.

Enter a question mark after the feature command to obtain a listing of the features
available for your software release.

To access a feature’s configuration prompt, enter the feature command followed by
the feature number or short name. [able 4 lists available feature numbers and
names.

Table 8. IBM MSS Family Client Feature Numbers and Names

Feature Feature Accesses the following
Number Short Name feature configuration process
2 MCF MAC Filtering

6 QoS Quality of Service

Once you access the configuration prompt for a feature, you can begin entering
specific configuration commands for the feature. To return to the CONFIG prompt,
enter the exit command at the feature’s configuration prompt.

Use the list command to display configuration information for all network interfaces,
or configuration information for the router.

Syntax:
list configuration

devices
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named-profile
patches . . .
users . . .
vpd
configuration
Displays configuration information about the router.
Example: Tist configuration

devices
Displays the relationship between an interface number and the hardware
interface. You can also use this command to check that a device was
added correctly issuing the add command.

Example: 1ist devices

Ifc 0 ATM Slot: 1 Port: 1
Ifc 1 NHRP LANE Shortcut Interface

Ifc 2 Token Ring Domain: 0

Ifc 3  Token Ring Domain: 1

Ifc 4 Token Ring Domain: 2

Ifc 5 Token Ring Domain: 3

Ifc 6 ATM Token Ring LAN Emulation

Ifc 7 ATM Token Ring LAN Emulation

Ifc 8 ATM Virtual Net

patches
Displays the values of patch variables that have been entered using the
patch command.

Example:

list patches

Patched variable Value
mosheap-1owmark 20

vpd Displays the hardware and software vital product data.

Network

Use the network command to enter the network interface configuration environment
for supported networks. Enter the interface or network number as part of the
command. (To obtain the interface number, use the CONFIG list device command.)
The appropriate configuration prompt (for example, TKR Config>) will be displayed.
See the network interface configuration chapters in this book for complete
information on configuring your types of network interfaces.

Syntax:
network interface#

Notes:

1. If you change a user-configurable parameter, you may use the GWCON reset
interface  command, or you may reload the router for the change to take effect.
To do so, enter the reload command at the OPCON prompt (*).

2. Not all network interfaces are user-configurable. For interfaces that you cannot
configure, you receive the message: That network is not configurable.
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Use the patch command for modifying the router’s global configuration. Patch
variables are recorded in nonvolatile configuration memory and take effect
immediately; you do not have to wait for the next restart of the router. This
command should be used only for handling uncommon configurations. Anything that
you commonly configure should still be handled by using the specific configuration
commands. The following is a list of the current patch variables documented and
supported for this release.

Syntax:

patch bgp-subnets
ip-default-ttl
ip-mtu
more-lines

mosheap-lowmark
ospf-import-rate
ping-size

ping-ttl
rip-static-suppress

bgp-subnets new value
If you want the BGP speaker to advertise subnet routes to its neighbors, set
new value to 1. The default is 0.

dis-ignore-Ifs new value
When set to 1, DLSw ignores the “largest frame” size bits in source-routed
frames when setting up a circuit. This avoids circuit setup problems with
some older LAN products that do not set these bits correctly. The default is
0.

ip-default-ttl  # of packets
The TTL used in packets that are originated by the router. The default is 64.

Note: It is preferable to set this parameter with the set ttl IP configuration
command. (See the “Set” section of the “Using and Configuring IP”
chapter of Multiprotocol Switched Services (MSS) Interface
Configuration and Software User’s Guide .) This patch variable
remains for compatibility with configurations from older releases.

ip-mtu bytes
This parameter limits the IP MTU size to the specified value. When this
parameter is set, the IP MTU size on a given network interface is set to the
lesser of the ip-mtu value and the largest value that network interface’s
configured frame size can accommodate.

more-lines # of lines
The number of lines to display on the console when listing long output.

mosheap-lowmark new value
This parameter specifies the percentage of free MOS heap memory, at
which the device notifies the operator that an out-of-memory error is
imminent. This notification allows the operator to take action to free up MOS
heap memory before the device receives an error and stops.
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When the operator receives notification, the operator can reconfigure the
router and then reboot, minimizing the outage to the network. Specifying 0
for this parameter suppresses this warning.

Valid Values: 0 to 100
Default Value: 10

ospf-import-rate  rate
Number of routes imported per second.

ping-size bytes
The size of the data portion (that is, excluding IP and ICMP headers) of the
ICMP PING packet that is sent via the IP>ping command. Default: 56
bytes. (The size of the PING data can also be entered as a parameter of
the ping command as described in the “Ping” section of the “Monitoring IP”
chapter of Multiprotocol Switched Services (MSS) Interface Configuration
and Software User’s Guide .)

ping-ttl seconds
The TTL (time-to-live) sent in PINGs by the IP>ping command. Default: 64.
(The TTL can also be entered as a parameter of the ping command as
described in the “Ping” section of the “Monitoring IP” chapter of
Multiprotocol Switched Services (MSS) Interface Configuration and Software
User’s Guide.

rip-static-suppress  new value
When set to a non-zero value, static routes will not be advertised by RIP
over a given interface unless the IP config> enable send static command
is given for the interface. This changes the semantics of the enable send
static command. When rip-static-suppress is equal to 0 (the default), the
list of the routes advertised via RIP is the union of those specified by the
interface’s RIP flags.

Note: You must specify the complete name of the patch variable that you want to
change. You cannot use an abbreviated syntax for the patch name.

Performance
Use the performance command at the Config> prompt to enter the configuration
environment for performance. See [Chapter 14 _Configuring and Manitoring
Performance” on page 201l for more information.
performance

Protocol

Use the protocol command at the Config> prompt to enter the configuration
environment for the protocol software installed in the router.

Syntax:

protocol [prot# or prot_name]

The protocol command followed by the desired protocol number or short name lets
you enter a protocol’s command environment. After you enter this command, the

prompt of the specified protocol appears. From the prompt, you can enter
commands specific to that protocol. To return to Config>, enter the exit command.
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Notes:

1. To see the names and numbers of the protocols in your software load, at the
Config> prompt, enter list configuration

2. When you change a user-configurable parameter, you may be able to use the
protocol’'s GWCON reset command, or you may have to restart the router for
the change to take effect. To do so, enter the reload command at the OPCON
prompt (*).

The changes you make through CONFIG are kept in a configuration database in
nonvolatile memory and are recalled when you restart the router.

Use the gconfig command to initiate Quick Config. Quick Config allows you to
configure parameters for bridging and routing protocols without entering separate
configuration environments.

Syntax:

gconfig

Note: For complete information on using the Quick Config software provided with
your router, see L i i i i ”

Use the set command to configure various system-wide parameters.

Syntax:

set contact-person . . .
down-notify . . .
global-buffers
hostname
inactivity-timer
input-low-water
location . . .
logging disposition
packet-size
prompt
receive-buffers
spare-interfaces

contact-person sysContact
Sets the name or identification of the contact person for this managed
SNMP node. There is a limit of 80 characters for the sysContact name
length.

This variable is for information purposes only and has no effect on router
operation. It is useful for SNMP management identification of the system.
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down-notify interface# # of seconds

Allows the user to specify the number of seconds before declaring an
interface as being down. The normal maintenance packet interval is 3
seconds, and it takes four maintenance failures to declare the interface as
down.

The set down-notify command is used primarily when tunneling LLC traffic
over an IP network using OSPF. If an interface goes down, OSPF cannot
detect it fast enough because of the length of time that it takes for an
interface to be declared down. Therefore, LLC sessions would begin to
timeout. You can set the down-notify timer to a lower value, allowing OSPF
to sense that an interface is down quicker. This enables an alternate route
to be chosen more quickly, which will prevent the LLC sessions from timing
out.

Note: If the set down-notify command is executed on one end of a serial
link, the same command must be performed at the other end of the
link or the link may not come up and stay up.

Interface#
The number of the interface you are configuring.

# of seconds
The down notification time value that specifies the maximum
time that will elapse before a down interface is marked as
such. Large values will cause the router to ignore transient
connection problems, and smaller values will cause the
router to react more quickly. The range of values is 1 to 300
seconds and the default is 0, which sets the 3-second
period. Setting the down notification time to O will restore the
default time for that interface.

The list devices command will show the down notification time
setting for any interface that has the default value overridden.

global-buffers max#

Sets the maximum number of global packet buffers, which are the packet
buffers used for locally originated packets. The default is to autoconfigure
for the maximum number of buffers (up to 1000). To restore the default, set
the value to 0. To display the setting for global-buffers, use the list
configuration command.

hostname name

Adds or changes the router name. The router name is for identification only;
it does not affect any router addresses. The name must be less than 78
characters and is case sensitive.

inactivity-timer  # of _min

Changes the setting of the Inactivity Timer. The Inactivity Timer logs out a
user if the remote or physical console is inactive for the period of time
specified in this command. This command affects only consoles that require
login. The default setting of O turns the inactivity timer off, indicating that no
logoff is performed, no matter how long a console remains inactive.

input-low-water interface# low_ # of receive_buffers

Allows you to configure the value of the low number of receive buffers, or
packets, on a per-interface basis, thus overriding the default values.

The memory allocation strategy changes to conserve buffers when the
number of free buffers is equal to or less than the low or low-water mark
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value. When a packet is received, and the current value of the interface is
less than the low water value, then that packet is eligible for flow control

(dropping).

The range of values is 1 to 255. The default is both platform and device
specific. Setting the value to O restores the autoconfigured default.

Interface# is the number of the interface you are configuring.
Low_ # of receive_buffers is the low water value.

Lowering the value will make it less likely that packets from this interface
will be dropped when sent on congested networks. However, lowering the
value may negatively affect performance if it drops packets to the extent
that the receive queue is frequently empty. Raising the value has the
opposite effect.

Type the QUEUE or BUFFER command at the GWCON prompt (+) to show
the low setting.

location sysLocation

Sets the physical location of an SNMP node. There is a limit of 80
characters for the sysLocation name length. This variable is for information
purposes only and has no effect on router operation. It is useful for SNMP
management identification of the system.

logging disposition  setting

Changes the SRAM record for the default logging disposition. This
command affects the MONITR process (that is, it changes the default
setting at startup).

The logging disposition settings are as follows:

» console writes to the console (equivalent to the OPCON divert 2 0
command).

» detached holds the data and does not print it (equivalent to the OPCON
halt 2 command).

» flush discards the data (equivalent to the OPCON flush 2 command).

If you have a printing terminal attached to the router’s console port, you can
obtain a hard copy of the startup messages by setting the logging
disposition to console , and restarting the router.

packet-size max_packet _size in_bytes

prompt

Establishes or changes the maximum size for global buffers and receive
buffers. If you specify a value of 0 as the maximum packet size, the size of
receive buffers for an interface is based on that interface’s configured
packet size and the packet size of global buffers are autoconfigured. If you
specify a non-zero value, the configured value is used as the global buffer
packet size and any interfaces that have a configured packet size that is
larger than the maximum packet size will use the maximum packet size for
their receive buffers. A value of O (for autoconfigure) is the default.

Attention: Use this command only under direct instructions from your
service representative. Never use it to reduce packet size —
only to increase it.

user-defined-name
Adds a user-defined name as a prefix to all operator prompts, replacing the
hostname.
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The user-defined-name can be any combination of characters, numbers,
and spaces up to 80 characters. Special characters may be used to request
additional functions as described in

Example:

set prompt
What is the new MOS prompt [y]? AnyHost 99
AnyHost 99 Config>

Table 9. Additional Functions Provided by the Set Prompt Level Command

Special
Cﬁaracters Function Provided by the Set Prompt Level Command
$n Displays the hostname. This is useful when you want the hostname
included in the prompt. For example:
Config> set prompt
What is the new MOS prompt [y]? $n
hostname:: Config>
$t Displays the time. For example:
Config> set prompt.
What is the new MOS prompt [y]? $t
02:51:08[GMT-300] Config>
$d Displays the current date-month-year. For example:
Config> set prompt.
What is the new MOS prompt [y]? $d
26-Feb-1997 Config>
$v Displays the software VPD information in the following format:
program-product-name Feature xxxx Vx.x PTFx RPQx
$e Erases one character after this combination within the user-defined
prompt.
$h Erases one character before this combination within the user-defined
prompt.
$ Adds a carriage return to the user-defined prompt.
$$ Displays the $.

Note: You can combine these commands. For example:

Config> set prompt
What is the new MOS prompt [y]? $n::$d
hostname::26-Feb-1997 Config>

receive-buffers interface# max#

Adjusts the number of private receive buffers for most interfaces.
The range is 5 to 1000.

Table 10. Default and Maximum Settings for Interfaces

Interface Default Maximum
ATM 80 1000
TKR 40 250

spare-interfaces n

Defines n, the number of spare interfaces, for this device. See ECanfiguring
Bpare Interfaces” on page 84 for additional information.
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Use the time command to set the IBM MSS Family Client system clock and date,
and to display the values on the user console. These values can then be used to
time-stamp ELS messages.

Note: The IBM MSS Family Client has a hardware clock that maintains the date
and time after router reinitialization.

Syntax:

time

host . ..
list
offset
set. ..

sync. ..

host IP_address

list

Sets the IP address of the RFC 868-compliant host that will be used as the
time source. This is the address of a host which will respond to an empty
datagram on UDP port 37 with a datagram containing the current time.

Displays all configured time-related parameters. This includes the current
time (if set) and the source of the time (operator or IP address from which
time was last received).

Example: time Tist

05:20:27 Wednesday December 7, 1994
Set by: operator

Time Host: 131.210.4.1

Sync Interval: 10 seconds GMT
Offset: -300 minutes

offset minutes

Defines the time zone, in minutes, offset from GMT (Greenwich Mean
Time). Note that values west of GMT are negative. For example, EST is 5
hours earlier than GMT, so the command would be time offset -300 .

Valid values: -720 to 720

Default value: 0

set <year month date hour minute second>

Prompts you to set the current time. If you do not specify the entire time in
the command, you are prompted for the remaining values. You can change
the date as shown in the following example.

Example: time set
year [1996] 1997
month [12]?

date [6]? 7

hour [11]? 12
minute [3]?
second [2]?

sync seconds

Sets the period, in seconds, at which the router will poll the time host for
the current time.
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Unpatch

Update

Write

104 MSS Family Clients

Use the unpatch command to restore the values of the patch variables entered
with the patch command to their default values. See the patch command in
B-page-o for details,

Syntax:

unpatch variable_name

Note: You must specify the complete name of the patch variable to be restored.

Use the update command to update the configuration memory when you receive a
new software load.

Syntax:

update version-of-SRAM

Follow the instructions on the release notice sent with the software. The update
command is the last command that you enter when loading new software. After you

enter this command, the console displays a message indicating configuration
memory is being updated.

Use the write command to save a configuration to the device before reloading.

Syntax:
write
If you fail to issue the write command and try to reload the device, you will be

asked if you want to save the configuration. The configuration is saved in the next
CONFIG on the hard disk in the bank you are currently using.
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Chapter 8. Using BOOT Config to Perform Change
Management

This chapter describes how to use the Boot Configuration process. This chapter
includes the following sections:

Understanding Change Management

Change management is the handling of software and configuration data for an IBM
MSS Family Client. This involves:

1. Moving code and configuration data to and from the IBM MSS Family Client
2.
3. Selecting and activating specific combinations of software and configuration.

The change management functions are available by entering the boot command at
the Boot config> prompt (talk 6), or the firmware should the box be in a condition
where the flash memory does not contain viable software (that is, you cannot
access talk 6).

The IBM MSS Family Client code and configuration data storage resource is divided
into areas called “system banks” (banks for short), each containing a single version
of the operational code and any other files pertinent to that release of the code. Up
to four configuration files are associated with each bank’s software.

Using the Trivial File Transfer Protocol (TFTP)

TFTP is a file transfer protocol that runs over the Internet UDP protocol. This
implementation provides multiple, simultaneous TFTP file transfers between an IBM
MSS Family Client’s non-volatile configuration memory, image bank, and remote
hosts.

TFTP allows you to:

* Get a configuration file from a server to an IBM MSS Family Client
* Put a configuration file from an IBM MSS Family Client to a server
» Get operational code.

TFTP transfers involve a client node and a server node. The client node generates
a TFTP Get or Put request onto the network. The IBM MSS Family Client acts as a
client node by generating TFTP requests from the IBM MSS Family Client console

using the Boot config> process tftp command.

The client can transfer a copy of a configuration file or image file stored in the
image bank of a server.

The server is any device (for example, a personal computer or workstation) that
receives and services the TFTP requests. Use the ELS subsystem TFTP message
log to view the transfer in progress.
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Using BOOT Config

Loading an Image at a Specific Time

There may be occasions when you may want to load a device on a specific day
and time when you will be unavailable. You can configure the device to perform a
timed load using the timedload activate command. Other commands allow you to
view a device’s scheduled load information or cancel a scheduled load. See

LC.hange.ManagemenLC.aaﬁguaﬂan_CammandsLan_pageJ.ﬂi for information on

these commands.
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Chapter 9. Configuring Change Management

This chapter describe the Change management configuration commands. It
includes the following sections:

Accessing the Change Management Configuration Environment

To enter the change management configuration command environment, use the
CONFIG boot command. When the router’s software is initially loaded, it is running
in the OPCON process, signified by the * prompt. From the * prompt:

1. Entertalk 6.
2. At the Config> prompt, type boot.

To return to the CONFIG process, type exit.

Change Management Configuration Commands

This section describes the Change Management Configuration commands. Each
command includes a description, syntax requirements, and an example.
summarizes the Change Management Configuration commands.

After accessing the Change Management Configuration environment, enter the
configuration commands at the Boot config> prompt.

Table 11. Change Management Configuration Commands

Command Function

? (Help) Displays all the commands available for this command level or lists
the options for specific commands (if available). See

Add Adds an optional description to a configuration file.

Copy Copies configuration files to or from banks.

Describe Displays information about the stored loadfile images.

Erase Erases a stored image or a configuration file.

List Displays information about configuration files and scheduled load
information.

Lock Prevents the device from overwriting the selected configuration with
any other configuration.

Set Selects code bank and configuration to be used.

TFTP Initiates TFTP file transfers between the IBM MSS Family Client and
remote servers.

Timedload Schedules a load into the device on a specific day and time, cancels
a scheduled load, or displays scheduled load information.

Unlock Removes the lock from a configuration allowing the configuration to
be updated by the device.

Exit Returns you to the previous command level. See w
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Add

Use the add command to add an optional description to a configuration file.

Syntax:
add configuration file description

load image description

Example: Boot config> add

Fommm o BankF ----------- Fommmmm Description ---------- Fommm o Date ------- +
IMAGE - AVAIL 01 Jan 1970 00:30
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - AVAIL 01 Jan 1970 00:24

R ke e ettt ittt +
* - Last Used Config L - Config File is Locked

Select the source bank: (F): [F]

Select the source configuration: (1, 2, 3, 4): [1] 3
Enter the description of the file: () New config for today
Attempting to set description for bank F configuration 3.

Operation completed successfully.

Boot config>list

Fommmm BankF ----------- Fommmmmme Description ---------- Fommmm- Date ------- +
IMAGE - AVAIL 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - AVAIL 01 Jan 1970 00:24

F o - ettt oo +
* - Last Used Config L - Config File is Locked

Copy

Use the copy command to copy configuration files to and from banks.

Syntax:

copy configuration file

Example: Boot config>copy configuration

Fommm o BankF ----------- Fommmmm e Description ---------- Fommm o Date ------- +
IMAGE - AVAIL 01 Jan 1970 00:01
CONFIG 1 - AVAIL 01 Jan 1970 00:14
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:37
CONFIG 4 - AVAIL 01 Jan 1970 00:24

o e e G e e e +
* - Last Used Config L - Config File is Locked

Select the source bank: (F): [F]
Select the source configuration: (1, 2, 3, 4): [1]
Select the destination bank: (F): [F]
Select the destination configuration: (1, 2, 3, 4): [3]
Copy SW configuration from: bank F, configuration 1

to: bank F, configuration 3.

Operation completed successfully.

If the copy fails you may receive one of the following messages:
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Describe

Erase

Error: File copy failed.
This condition occurs when the copy operation fails for reasons other than
copying to the active configuration. The most common cause is specifying
the same source and destination configurations. When you list (see
) the configurations, CORRUPT appears next to the bank that
is damaged.

Use the describe command to display information about a stored image.
Syntax: describe

Example: Boot config>describe

BANK F
Product ID -  MSSC
Version 2.1

Mod 0 PTF 0
Feat. 0000 RPQ 0
Date 31 Mar 1998

L et +

Use the erase command to erase a stored image or a configuration file.

Syntax:

erase configuration [file]
load [image]

config

Erases a configuration file. Enter the config number to be erased after the
erase command.

Example: Boot config>erase configuration

Fommmm - BankF ----------- R it Description ---------- R e Date ------- +
IMAGE - AVAIL 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - AVAIL 01 Jan 1970 00:24

B e e e T T PP e et R +

* - Last Used Config L - Config File is Locked

Select the source bank: (F): [F]
Select the configuration to erase: (1, 2, 3, 4): [1] 3
Erase SW configuration file from bank F, configuration 3.

Operation completed successfully.

Boot config>Tist

Fommm- BankF ----------- Fommmmmmo- Description ---------- Fommme- Date ------- +
IMAGE - AVAIL 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - NONE 01 Jan 1970 00:14
CONFIG 4 - AVAIL 01 Jan 1970 00:24

Fommmm e Fmmmm e e Fommm e +

* - Last Used Config L - Config File is Locked
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List

Lock

If the erasure fails, a message indicating the failure appears on the console with the
banks that failed.

Use the list command to display information about the load image and configuration
files are available and active. This command may also be used to display boot
options and scheduled load information.

Syntax:

list

Example: Boot config>list

Fommmm- BankF ----------- Fommmmmmo- Description ---------- Fommme- Date ------- +
IMAGE - AVAIL 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - AVAIL 01 Jan 1970 00:24

Fommmm e Fmmm e e Fomm e +
* - Last Used Config L - Config File is Locked

Time Activated Load Schedule Information...
The router is scheduled to reload as follows.
Date: June 26, 1997
Time: 16:30
The load modules are in bank F.

The configuration is CONFIG 1 in bank F.
Boot config>

The possible file status descriptors are:

ACTIVE
The file is currently loaded and is running on the MSS Family Client

AVAIL This is a valid file that can be made ACTIVE.

CORRUPT
The file was damaged or not loaded into the MSS Family Client completely.
The file must be replaced.

LOCAL
The file will be used only on the next reload or reset. After the file is used, it
will be placed in AVAIL state.

PENDING
This file will be loaded on the next reload, reset, or power-up of the MSS
Family Client.

Use the lock command to prevent the device from overwriting the selected
configuration with any other configuration.

Syntax:

lock

Example: Boot config>Tock
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Set

Fommmm- BankF ----------- Fommmmm e Description ---------- Fommmm- Date -------
IMAGE - AVAIL 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - AVAIL 01 Jan 1970 00:24

F e e TP e +
* - Last Used Config L - Config File is Locked

Select the source bank: (F): [F]

Select the source configuration: (1, 2, 3, 4): [1] 4

Attempting to lock bank F and configuration 4.

Operation completed successfully.

Boot config>Tist

Fommm oo BankF ----------- Fommmee e Description ---------- Fommm e Date -------
IMAGE - AVAIL
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - AVAIL L 01 Jan 1970 00:24

Fommmm e Fmm - Fommm e +

* - Last Used Config L - Config File is Locked

Note: Note that config 4 is marked with an “L.”

Use the set command to select the code bank, the configuration to use, and the

duration of use. The valid durations are:
once The configuration is active for the next boot only.

always

The configuration is active for all subsequent boots until changed again.

Syntax:

§et

Example: Boot config>set

tommmm- BankF ----------- Fommmem e Description ---------- Fommm e Date -------
IMAGE - AVAIL 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - AVAIL 01 Jan 1970 00:24

Fomm - Fmmm - Fmmmm e +
* - Last Used Config L - Config File is Locked

Select the source bank: (F): [F] f

Select the source configuration: (1, 2, 3, 4): [1] 4

Select the duration to use for booting: (once, always): [always]

Set SW to boot using bank F and configuration 4, always.

Operation completed successfully.

Boot config>list

Fommm o BankF ----------- Fommmmm e Description ---------- Fommm o Date -------
IMAGE - AVAIL 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

F e e F e e +

* - Last Used Config L - Config File is Locked
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TFTP

Use the tftp command to initiate TFTP file transfers between the MSS Family Client
and remote servers.

Syntax:
tftp get config
tftp put config

load single image

Example: Boot config>tftp get load single

Fommmm- BankF ----------- Fommmmm oo Description ---------- e Date ------- +
IMAGE - AVAIL 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fom e e = L ittt R ittt +
* - Last Used Config L - Config File is Locked

Specify the server IP address (dotted decimal): : [1.2.3.4] 192.9.200.1
Specify the remote file name: : (/u/bin) /usr/MSS Family Clientload/nce.img
Select the destination bank: (F): [F] f

TFTP SW Toad image

get:  /usr/MSS Family Clientload/nce.img

from: 192.9.200.1

to: bank F.

Operation completed successfully.
Notes:
When putting files to a server:

1. Make sure that the files on the target server have the appropriate permissions
that would allow anyone to write to those files. If not, the put operation will fail.

2. You must be aware of the files you are putting to the target server.

Timedload

Use the timedload command to schedule a load on a device, cancel a scheduled
load, or view scheduled load information.

This command allows you to load the device outside peak network traffic periods
when support personnel may not be present.

Note: You may also use the Configuration Program to schedule a reload for a
device, which is not affected by reloads or power outages. These
cir